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Chapter 1. Introduction

Network Probe is a network traffic monitor and protocol analyzer that gives you an instant picture of the
traffic situation on your network. It displays detailed information about the type and amount of network
traffic, and helps you identify potential problems and bottlenecksin your computer networks.
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Chapter 2. Installation
Windows installation

Double click the Network_Probe 2.x-install.exe file and follow the instructions.
i@ Network Probe 2.5 - InstallShield Wizard

Welcome to the InstallShield Wizard for
Network Probe 2.5

The Installshield(R) Wizard will install Metwork Probe 2.5 on
your computer, To continue, dick Mext.

WARNING: This program is protected by copyright law and
international treaties.

. Mext> | [ Cancel

During the installation, a packet driver will be installed as well. A restart of the computer is required
after installation is done, otherwise the packet driver won't start. The 2.x version will not overwrite any
existing 1.x versions. If you have a 1.x version installed, you can copy the file "Program Files/Network
Probe/config/config.txt" to "Program FilessfNetwork Probe 2/config/config.txt", to keep old configura-
tions. Any logged data from the 2.x version can also be copied from "Program Files/Network Probe/
statistics' to "Program Files/Network Probe 2/statistics'.

Thefirst time Network Probeis started, you are prompted to set a password for the "admin" user.
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o Network Probe configuration

You must set a passwaord for the user "admin®, dont forget this.

Fassword:

Repeat the password:

E

ttttttl

Flease select the default network card Metwork Probe should use

\Wireless-G PCI Adapter

Linux installation

1. Open aterminal window and change to the directory where you downloaded netprobe-xxx.tar.gz. Un-

pack the file by typing "gzip -cd netprobe-xxx.tar.gz [tar xvf -".

2. Change to the newly created netprobe directory and open the "netprobe” file in a text editor. Locate
the line starting with JAVA_PATH= and insert the full path to your Java binary directory. Do not in-

cludeatrailing "/".

File Edit Options Buffers Tools Insert Help

e x 0830 adHE?

. #!/bin/sh

. /netprobe stop

. /netprobe restart
- restarts the probke
. /netprobe start ethl

e b e e e e o e e e

. /fnetprobe start -noip eth?2

oL SO, Com/ =7

e

PROGRAM_NAME="Network Probe"

- starts the probe with a network card {eth2)

_hitpariT | >
JAVA_PATH=/usr/java/jZ2sdkl.4.0_01/bin >
e —--.—"_-_._._

Example of usage: . /netprobe start
- starts the probe with the first nic {(eth0 on linux)

- stops the probe, killing the processes

- starts the probe with the second nic (linux)

Set the path to vour java binary directory. Do not include a trailing

# If you don't have Java installed, get it from

oad. html

# You should not change the following line

3. To start the probe, type "./netprobe start". Y ou need to be logged in as root to run Network Probe. The

3

that hasn't an ip configue
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first time you start Network Probe, you will be asked to set a password for the admin user.

Startup parameters can be set in the line starting with STARTUP_PARAMETERS=, located in the
file "netprobe”.

To keep configurations from older versions of Network Probe, copy the file "config.txt" from the con-
fig folder in your old Network Probe directory to the config folder in the new Network Probe direct-
ory. Any logged data data from version 2.x can also been copied from the old statistics folder into the
new statistics folder.

Mac installation

1. Unpack the downloaded netprobe-xxx.tar file by double clicking it.

2. Open the newly created netprobe directory and open the "netprobe” file in a text editor. Locate the
line starting with JAVA_PATH= and insert the full path to your Java binary directory. Do not include
atrailing "/".

®06 | " netprobe

#! /bindsh

Example of uzage: ./netprobe start
- starts the probe with the first nic {eth@ on linux)
JShetprobe stop
- stops the probe, killing the processes
JShetprobe restart
- restarts the probe
JShetprobe start ethl
- starts the probe with the second nic {linux)
Shetprobe start -noip eth2
- starts the probe with g network cord (eth2) thot hasn't an ip configured

H H

#
#
#
#
#
#
#
#
#
#

#

# Set the path to vour jova binary directory. Do not include a trailing "/"
# If wou don't hove Java installed, get it from

JAUA_PATH:fSystemHLibruryfFrumewurkstuquH.frumeworkaDmefbinu

#

# You zhould not change the following line

PROGRAM_NAME="Hetwaork Probe"
#

# By default, Metwork Probe will use the first caord found,

3. To dtart the probe open a termina and change to the newly created netprobe directory. Type
".Inetprobe start". Y ou need to be logged in as root to run Network Probe. The first time you start Net-
work Probe, you will be asked to set a password for the admin user.

Startup parameters can be set in the line starting with STARTUP_PARAMETERS=, located in the
file "netprobe”.

To keep configurations from older versions of Network Probe, copy the file "config.txt" from the con-

)
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fig folder in your old Network Probe directory to the config folder in the new Network Probe direct-

ory. Any logged data data from version 2.x can also been copied from the old statistics folder into the
new statistics folder.

License key
% Main ffic Statistics m Traffic Log ‘%D Setup

- | 2] =
FLd Ll LL 4

To enter the license key click on "Setup” and then on "Probe configuration”. Enter the license key in the
input field and click the "Update" button.

LiCEnSE l‘CE'gI": |####################################### |

Host ID: EZ5639
Ewpiration date: 31. desember 2015

Deployment

The Home Edition (free) of Network Probe supports single-computer mode only, so only traffic going
from/to the computer where Network Probe is installed will be picked up. It can be connected to a nor-
mal port on the switch.

For full utilization of Network Probe, a license key is required, which will enable promiscuous mode.
Promiscuous mode means that it can pick up all network packets which the network card sees. Make sure
you install the probe on a computer with a network card capable of promiscuous-mode operation. If the
card does not support promiscuous mode, awarning is shown on the login screen (also in Home Edition):




http://www.objectplanet.com/probe

NetworkProbe 2

Login |admin

Fassword J_I

| Login_ /|

Wersion 2.5 @ Host ID:

_— —

——

{"?-a'arning: Your network card does not support promiscuous mode “'“:;.
— S

The computer should be connected to a mirrored port on your network switch, also known as a SPAN
(Switched Port Analyzer) port. The normal operation of a switch isto send packets only to the computer
they destinate to, but a SPAN port receives a copy of all packets going through the switch. A SPAN port
isnormally available on managed switches only.

It is adso possible to use Network Probe on a wireless network, as long as the wireless NIC supports
promiscuous mode.

After installation, you can log on to the probe using any web browser from any computer having access
to port 7030 on the computer where Network Probe isinstalled.

Strategically install a copy of Network Probe on each subnet you want to monitor, and log in remotely
from asingle central location.
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System requirements

Windows XP, Windows Vista, Windows 2000, Windows 2003, Linux, FreeBSD, MacOS X, Solaris
(with root access)

* Sun Java Runtime Environment 1.3 or higher. GNU Javais not fully supported yet

» A web browser with JavaScript enabled. Java plug-in required for access to "Traffic Statistics' and
"Traffic Log"

A network card supporting promiscuous mode, if connected to a SPAN port

Recommended hardwareis at least a 2GHz CPU and 1 GB of RAM

Table 2.1. Supported browsers

Platform Browser Version
Windows Internet Explorer 6 and newer
Windows Firefox 15and 2.0
Windows Opera 8.54

Linux Firefox 15and 2.0
Mac Firefox 20
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Platform
Mac
Mac

Browser
Camino
Safari

Version




http://www.objectplanet.com/probe

Chapter 3. Main

Overview

The Main screen gives you an instant overview over the total network troughput, top protocols, hosts,
talkers listeners and conversations taking place on your network.

Network Probe 2.5
ObjectPlane 00

n )

Network summary
& Probe name Probe description Bytes Packets Hosts Conversations Protocols Cards
MARKUSPC MARKUSPC 172.8 KB 609

MARKUSPC, Bytes

200 Khit/z
180 Khit/zq
160 Khit/sq
140 Khit/z

120 Kbt/
100 Khit/s
80 Khit/s
G0 Khitfs
40 Khit/s ' I
20 Khit/s
0 Kbitls S

maneag 5 nov 13:48 - mandag 5 nov 13:53

& Name Port Description ¥ Bytes Packets Hosts Conwversations
2 ether.IP.TCP.http 1.2048.6.80 World Wide Web HTTP 103.4 KB 125 4 -}
1 ether.IP.TCP.pop3 1.2048.6.110 Post Office Protocaol - Version 3 22.4 KB 45 2 2

ether.IP.TCP.msnp 1.2048.6.1863 MSNP 11.2 KB 106 4 -}
ether.ARP 1.2054 ARP 9.2 KB 152 17 24

ether.IP.UDP.ssdp 1.2048.17.1900 S5DP 7.6 KB 15 2

1
Top n protocols chart » =

ether IP.TCP hitp
ether IP.TCP pop3
ether IP. TCP.msnp
ether ARP 9512

ether IP LIDP ssdp 7755

20 000 40000 60 000 80 000 100000 120000 140000 160000 180000 200000
Bytes

Windows

Show windows by clicking on the windows name in the top menu.

My protocols _ Click to activate
a window

My protocols per host

Defined alarms
Triggered alarms

Each window contains two sections. The top section contains a table, and the bottom section a chart.
Windows can be customized in avariety of ways.

9
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Window ftle Move the window by Click to
clicking and dragging Click to show callapse the ik to close
the windows header the windows table the window

setup
Network summary gl:;:elhe
chart

! Probe name
ObjectPlanat

Probe description
Office

Chart title

Packets
6326

Bytes
3.1 MB

Click to close

OljectFlanet, Bytes w the chart

GOp I(bi‘t.l’sﬂ Click to

detach the
chart

‘Showing the triggered
4 alarm count for
this entry

TR
200 Kbitfs

100 Kbitfs

0 Khitls .-‘—l

onsdag 1 aug 16:59 - onsdag 1 aug 17:38

Resize the window
by clicking and dragging
the windows border

MNow [ Average

The table can be customized through the windows setup screen. Clicking links in the table opens an in-
terval chart for the selected entry and column. Which of the multiple open charts to display can be
choosen in the drop down box between the chart and the table. Interval charts are updated when thereisa
new interval available at the server.

Clicking on a link
in the table opens a

interval chart for the selacted
entry and column

Update frequency
for the table

Network summary

& Probe name Probe description
ObjectPlanet Office

. Update interval: |5 |seconds

ObjectPlanet, Hosts
Ob]'ECtF’lanet' Fackets Trlggared alarm count [l probe name

Click fo shaw
ObjectPlanet, Bytes . L i

= Bk Choose which of Probe description Bytes or hide columns
60 Plts/s multiple open charts in the table

Packets Hosts
50 Plts/s

40 Pitsls Conversations Protocols Pitsis
Cards

Flts/s

v
. L]
0 Pits/s 8 Plits/s

Wrow [ Average

onsdag 1 aug 16:59 - onsdag 1 aug 17:55

Window right click menu

Each window has aright click menu which lets you manage alarms for the windows table.

« Add alarms - thiswill open the add alarm window, and fill in the entry clicked on.
» Defined alarms - thiswill open awindow showing the defined alarms for this windows table.

e Triggered alarms - thiswill open awindow showing the triggered alarms for this windows table.

10
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) Probe name Bytes Packets Hosts Conversations Protocols Cards

testName test 36.6 KB 3
Add alarm
testName, Bytes & Defined alarms

5,0 Khit/s Triggered alarms
4,5 Khitis
4,0 Khitis Help
3,5 Khitis
3,0 Khitis
2,5 Khitis
2,0 Khitis
1,5 Khitis 0,4 Khitis '_
1,0 Khitis
0,5 Khitis

0 Khitis

Probe description

onsdag 15 aug 1313 - onsdag 15 aug 13:20

MNow [ Average

Top n windows

Using the top n windows you can watch the top n protocols, hosts, talkers, listeners and conversations on
your network. Per default the top n data is indexed by the amount of traffic the entries have. You can
change the index to the number of packets, the number of hosts, conversations or protocols. The amount
of entries displayed in the table can be changed in the input field in the window header. The top n chart
at the bottom of window displays the entries in the table graphically.

Top n entries Click fo change the
shown in this index of the
window entries shown

Top G hosts indexed by

) Host name Bytes Packets Conwversations ¥ Protocols
markuspc 336.9 KB 686 27 7
intranst 270.3 KB 453 a 4
10.0.2.255 26.1 KB 162 = 2
support.cbjectplanet.com 32 KB 78 2 1
kec-in-f91.google.com 16.5 KB 25 2 1

Top n hosts chart (% A

markuspe 344 991
intranet
100.2.255 26 Ga2 Chart showing the
support.objectplanst.com 32762 entries in the table
le-in-f91 google .com 16 849
0 50000 100000 150000 200000 250000 300000 350000 400000

Bytes

Clicking on alink in one of the top n tables will open an interval chart. Interval charts displays traffic
over time for the selected interval.

11
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Top hosts indexed by

& |Host name Bytes Packets Conversations ¥ Protocols
markuspc 329.4 KB 716 28 7
n Clicking a link opens _ _
intranat ainterval chart for the 276.6 KB Se2 10 2
10.0.2.255 selected entry and column 38.3 KB 239 9 2
support.abjectplanet.com 32 KB 78 2 1
kc-in-f91.google.com 16.5 KB 26 2 1
markuspc, Bytes ¥ A X
200 Khit/s
175 Khit/s Interval hart show
. rval sl ng
159 |{b!‘t.l'S amount of bytes over
125 Khit/z4 time for entry markuspc
100 Khit/s
75 Khit/s 4
50 Khit/s 4
25 Khit/s
0 Khitls . ‘ _“
mandag 6 aug 1538 - mandag & aug 15:56

Clicking one of the column header fields in a top n table sorts the table in descending order, with the
largest values at the top. Click the column header again to sort in the opposite direction. The sorting done
is a client sorting as opposed to changing the tables index. Changing the tables index reloads the top n
data from the server with the new index.

Click one of the

column header fields The sorted column
for a client side

sarting

Top hosts indexed by

%) Host name Bytes Packets ¥ Conversations Protocols
markuspc 241.1 KB 726 28 7
intranat 280.3 KE 535 i0 4
10.0.2.255 43.8 KB 274 3 2
support.objectplanet.com 32 KB 78 2 1
kec-in-f31.google.com 15.5 KB 26 2 1

markuspec 34833
intranet 237 006
10.0.2.255
support objectplanet com 32762
lie-in-791 google com 16 849
0 50000 100000 150000 200000 250000 300000 350000 400000

Eytes

Summary window

The summary window lets you monitor the total throughput, the number of packets, hosts, conversations,
protocols and network cards on the network. Charts for bytes and packets consists of two charts, one line
chart and one gauge chart. The line chart displays the bytes or packets over time, while the gauge chart
shows the average amount of bytes or packets aswell asthe field's valuein the last interval.

12
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Network summary

& Probe name
ObjectPlanet

ObjectPlanst, Bytes

Packets
2369

Probe description
Office

Bytes
857.7 KB

Hosts Conversations Protocols Cards
35 21

500 Khitls 215 Khitis

450 Khitis 172 Kbt 258 Khitis
400 IEhitis | Interval chart far _ _
250 Kot bytes over fime 129 Khitfs 301 Khitls

300 Khitls . ; .
250 Khitls 86 Khitls | o o | 344 Kbitls
200 Khit/s
150 IKhitfs | 43 Khitrs | ® ® 387 Kuitis
100 Khitls

50 Khit/s- D Khitls 430 Khitls

0 Khitfs L “

mandag & aug 15:38 - mandag & aug 16:02

MNow [ Average

i
Average bytes, as
well as amount of bytes
in the last interval

Interval charts for conversations, protocols and network cards are line charts and show the amount of
conversations, protocols or network cards over time.

Network summary

& Probe name
ObjectPlanet

Packets
2497

Probe description
Office

Bytes Hosts Conversations Protocols Cards

862 KB

ObjectPlanst, Hosts

Interval chart for
hosts over time

mandag 6 aug 15:38 - mandag & aug 16:04

My Windows

My Windows let you easily monitor protocols, hosts and conversations of your choice. Comments can be
added to each entry, and can be changed at any time later on. Add an entry by clicking the add entry but-
ton or pressing enter in one of the input fields, and delete it by clicking the delete button.

interval chart for the selected
entry and column

Change comments

My protocols

& Name Port Comment ¥ Bytes Packets Hosts Conwversations
athar.IP.TCP.http 1.2048.6.80 |Change the comment here 9.3 MB 13948 55 116|R
ether.ARFP 1.2054 §hange the comment here 107.9 KB 1744 23 S55|R
ather.IP.TCP.pop3 1.2048.6.110 [Changs the comment here 96 KB 234 2 o|lRt— Eﬁ;
ether.IP.TCP.msnp 1.2048.6.1863 |Change the comment here 23.9 KB 270 jed o2&
sther.IP. TCE.ftp-data 1.2048.6.20 Ehange the comment here o 0 0 o|&

h
TCP + | [1.2048.6.

My protocols chart W

enter a comment [ ]

ether IP.TCP hitp 8 B03 434

ether ARP
ether IP.TCP pop3
ether IP.TCP.msnp

ether IP.TCP ftp-data

Enter a protocal
to monitor here

110 482
98 286
24 449

ho

1000000 2000000 3000000 4000000 5000000 GOODOOD 7000000 GOODOOD 9000000 10000 000
Bytes

Alarm windows

13
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In the "Main" screen both windows for defined and triggered alarms are available. Those windows can
contain all triggered or defined alarms or alarms for a specific table. In the "Defined alarms’ window you
can view and manage the defined alarms. The "Triggered alarms" windows show the triggered alarms
color coded by its severity. In the "Triggered alarms® window you can delete triggered alarms, and
change the triggered alarms defined alarm.

Entry type Entry Field Description Severity Type Trigger type
Protocol 1.2054 Packats Infermatien Absclute upper v Edit the
Srotocol 1.2048.6.1863 Packats Eritical Absolute upper ® v defined alarm
Protocs| 1.2048.6.80 Packets Absolute upper R

Time ¥ Count Entry type Entry Field Description Value Sewverity riggered alarm
15.08.07 13:24:43 1 Pratecol 1.2048.6.80 Packats 1 Packets  Serious L Edit the
15.08.07 13:17:04 1 Protocol 1.2048.6.1863 Packats 17 Packets  Critical R triggered alarms
15.08.07 13:113:21 1 Prabocal 1.2054 Packats 3 Packets  Information ® v defined alarm

Both the triggered and the defined alarm windows feature a tooltip if you hold the mouse over a entry.
The tooltip shows detailed information about the alarm entry not shown in the table. The below image
shows atooltip for the "Triggered alarms" window.

Trggered alarms

Alarm type: absolut .
Time ™ Count Entry type T_f'q';"er‘::; ,asn';”re Value Severity

15.08.07 13:24:43 1§ Pratecol Upper trigg 1.0 Packets 1 Packats  Serious "
15.08.07 12117104 1 Eratocal Lower trigger: 0.0 Packets 17 Packets  Critical L1

Defined alarm windows popup menu

Right click on aalarm entry in the one of the defined alarm windows to view the popup menu.

» Edit alarm - thiswill let you edit the clicked defined alarm entry.

« Deletealarm - thiswill delete the clicked defined alarm entry.

» Show triggered alarms - thiswill show the triggered alarms.

Entry type Enitry Field Description Severity Type Trigger type
Protacol 1.2054 Packats . Information Absolute uppar ®
Protacal 1.2048.6.0863 Fackets Edit alarm Critica Absolute uppar K
Protocol 1.2048.6.80 Packats Delete alarm Absolute uppar R

Show triggered alarms

Triggered alarm windows popup menu

Right click on aalarm entry in the one of the triggered alarm windows to view the popup menu.

 Edit alarm - thiswill let you edit the clicked alarms defined alarm.

» Deletealarm - thiswill delete the clicked triggered alarm entry.

» Show defined alar ms - thiswill show the defined dlarms.

Time ¥ Count Entry type Entry Field Description Value Severity

15.08.07 13:24:43 1 Bratacal 1.2048.6.80 [ Edit alarm 1 1 Packeks  Sericus K
15.08.07 13117104 1 Protocal 1.2048.8.1863 Celete alarmn 17 Packets  Critical R
15.08.07 13:13:21 1 Protecal 1.2054 ) I Packats  Information &

Show defined alarms

Help

14
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Profiles

Profiles

A profile stores the Main screen layout of windows and tables. By activating a profile the Main screens
windows and tables are arranged as they were the last time the profile was saved. Each user can easily
create, edit and switch active profiles using the profile manager.

The default profile is the profile that is activated when a user logs on to the probe and can be changed in
the "Profile Manager" window.

Each user can create an arbitrary number of profiles. Using multiple browser windows, users can have
multiple active profiles at the same time.

Profile Manager

Profile Manager AX
Name Description
Default [Default profile | Currently

- % exisiing
|5EI|E5 | [Moniter sales department | profiles
|suppor‘t | [Moniter support department | ®
[ | [ | d}—— Add a profile
Active profile | Default w
Default profile | Default w

The "Profile Manager" window can be used to add, edit and delete profiles. In the "Profile Manager"
window you can also change the active and the default profile. The default profile is the profile activated
when you log on.

Edit a profiles name

Profile Manager A X
Name Description
Default [Default profile —t— 5::;;3:'95
[zales | [Menitar sales department | ®
[support | [Moniter support department | ®4+— ﬂ;‘:a
| | | |
Active profile | Default w \\Adr.l a profile
Default profile DE'FEILII|t - \
Y,

Change the

Change the

Enter the name

Enter the descripfion

default profile acfive profile of the profile fo add of the profile to add

Switch profiles

Profiles can be activated either from the top menu or the "Profile Manager" window. To activate a profile
from the top menu, click the profiles name. The name of the current active profile is highlighted in the
menu.
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The currently active profile ———

The profile to be activated

Default

sales

——————|support

Choose one of the options in the Active profile dropdown box to activate a profile from the "Profile

Manager".

Profile Manager

AR
Name Description
Default [Default profile |
[zales | [Menitar sales department | &
[support | [Menitor support department | ®
| | | | |
Active profile | Cefault v |
Default profilg EEJFE':&I,? profile to activate | _Eh:;?:a:‘!pmﬂe

support

16
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Chapter 4. Traffic Statistics
Overview

The Traffic Statistics screen lets you access live data. Show the Traffic Statistics screen by selecting the
Traffic Statistics' button on the top of the window.

ObjectPlanet

Pratocols IHos‘ts I Conversations | Protocols per host I Protocols per conversation I Metsweork cards I Metwork card conversations I Metweork I Alarms I =

< |Protocol name |< Protocal part |< Description |< Packets|< o By’tes|< H0313|< Conversations
1 =¥ ether IP TCP pop3 120456110 Post Office Protocol - Yersion 3 223 KB 2 -
4 ARP T
=¥ ether IP LUIDF mdns 1.2045.17.5333 Mutticast DS 5,8 KB 4
¥ ether IP TCP nethios-ssn 120456139 METEIOS Session Service 54 KB 2
T ether IP UDP s=dp 1.2048.17.1900 S5DP 7B KB 2
1 =¥ ether IP UDP nethios-dom 1204517135 METEIOS Datagram Service 41 KB 10
X ether IP TCP mznp 1.2045 61863 MSHP 27T KE 2
¥ ether IP UDP nat-stun-port 1.2045.17.3475 Sirmple Traversal of UOP Through 25 KB 1
2 ¥ ether IP TCP http 1.2045 680 Wiorld Wyide Webh HTTP 9 25 KB 2
X ether IP UDP hethios-ns 1.204817137 METBIOS Mame Setvice 23 23 KB E
S5 stk 1D KD ER R ] Ietarmed Cavdrnl klasooma = el DIWR a
16 T17TAT 573 520 KE 56
|ether aRP 1.2054 ARP 134 5234 14 iw
N [
Protocols

ether IP. TCP pop3

ether ARP

ether IP.LUDP mdns
ether.|P.TCP nethios-ssn
ether IP LUDP ==dp

ether IP.LUDP nethios-dgm
ether IP.TCP msnp

ether IP.LDP . nat-stun-port
ether IP.TCP http

ether P LIDP nethios-ns

a 2500 5000 7500 10000 12500 15000 17 500 20 000 22 500 25000 27 500 30 000
Bytes

Applet interface overview

17
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Click tab button to detach Click column header Click to collapse Click to defach the entire
the tab into its own window Click to switch tabs to sort column a column Current chart data applet into its own window

o)
Frotocols IHns‘ts | Conversations | Protocols per host | Pratocols per conversationy] Netwoark cards | Nawnrk&rd cnn\f@ns | Metswark | Alarms |

Protocol name « Protacal port < Description
¥ ether IP UDP 45564 1204517 45564 User Datagram [RFCTE = on 11:32:56
) Show hosts using this protocol s

¥ ether JP.TCP msnp 1204861863 MSNP on 11:32:17
X ether JP.TCP pop3s 120486995  popa protocol over TLS/SSL ( Show conversatons using ihis protocol | 449545
= sther P TCP hitps 1.2048 5 443 http protocol over TLS/SSL g2y Addalarm on 11:23:30
¥ ether PCS Basic Block Protocal 116962 PCS Basic Block Pratocal 498 3,1 K Show defined alarms for thiz protocol on 11:32:55
TN ether ARP 1.2054 ARP 499 30,8KE Show triggered alarms for this protocol on 11:32:56
=" ether IP UDP netbios-ns 1204517137 METEIOS Name Service 739 25,6 KE on 11:32:41
¥ ether IP.UDP nethios-dom 1204817438 METBICS Datagram Service 103 Z3THE  Export data on 11:32:52
TN ether P LDP domain 1.204817 .53 Dtnain Matne Server 142 226 WE Help an 11:31:56
= ether Novel IPX 1.33079 Mawvell IPX 34 39 HE on 11:32:31

0/20/20 6338 174 ME 124 194

|ether P TCP hittp 1.2045 5.50 Vol Wide ek HTTP [ 21461 17134131 21 40) on 11624 on 113247+

Protocols Right click to
ether IP.TCP hitp fitter data

ether |P.LUDP 45564
ether IP.TCP msnp
ether IP.TCP pop3s
ether IP.TCP hitps

ether PCS Basic Block Protocol Click to
sther ARP graph

ether P UDP nethios-ns
ether IP.UDP.nethios-dgm
ether IP UDP domain

L
1} 2000000 4000000 G0O0O0D0O0 8000000 10000000 12000000 14000000 16000000 18000000 20000000

Bytes
Displays the fittered
traffic amount relative Displays the traffic currently Move mouse over an
to the total raffic amount visible in the table above entry to display details
—
=
ther JPTCP rts | ether IP TCP hitp o
146 237 889 Bytzs | ether IP TCP .op-probe
fittered /total 43.27% of total Bytes @ ether IP TCP.ms-sgl-s w
@ ether IP TCP ftp-data
Displays the currently visible 0 ether IP.TCP pop3s
traffic amount relative to | ether IP TCP.mysgl
the filtered trafiic amount | ether JP TCP itps
O ether IP TCP pop3
vigible / fitered
Displays traffic over time Move mouse across the
for the selected entry chart to display details
¢ \ ether.IP.TCP.risp —
40000 000 fredan 11:45 - fredag 1215 =
19 524 075 Bytes (18.6 MB)
35 000 000 86.8 Khit/s o |
30 000 ooo
25000 ooo m
w ]
E‘ 20 000 000
15 000 ooo
10000 ooo
5 000 D00
0
fredag 26 jan 08:15 - fredag 26 jan 13:45

Switching network traffic view

Left click each tab located at the top to change between the different network traffic statistics views.

Protocols |H0313 I Conversations I Protocols per host I Protocols per conversation I Metwork cards I Metwork card conversations I Metwiork I Alarms I &
|Pr010c:0| name |< Protocal port |< Description |< Packets |< +  Bytes |< Hos‘ts|< Conversations(<  First seen
1 7% ether P .TCP Hitp 1.2045.6.80 World Wide ek HTTP 25 877 204 MB ] 185 to120323
W ether IP TCP nethios-ssn 120456139 METEIOS Session Service 11 875 2 4 ME 2 2 to12:00:10

18



http://www.objectplanet.com/probe

The hosts tab was clicked, and the view switched to the hosts table:

Prmoe@oﬁi‘]@nverssﬂions | Protocols per host | Protocols per conversation | Metwark cards | Metwiork card conversations | Metwark | Alarms | &
|H031 harme |< Address |< Packetz in |< — Bytesin |< Packets out |< Eytes 0ut|< Mecasthcast |< Protocolz |< Conversations <« Firs
S, markuspc 10.0.2.33 18622 17,7 ME 15219 2,2 MB 27 5} 156 o=
2t 10.0.2.26 5924 9117 KB 5843 1,5 ME 46 4 Bt

Detaching a tab to a window

Y ou can detach a tab into its own top-level window by doing a right-click on the tab, or clicking the tab
detach button that appears when you move the mouse over the right edge of the tab. This enables you to
see more than one type of network statistics at the same time as well as giving you the possibility to res-
ize the window.

o)
Protocals | Hosts | Conversations | Protocols per host | Protocols per conversation  Metwork cards

etwark card conversations | Metwork | Alarms | =
MAC address < P address < Host « Vendor « Packetsin|ct Bylesin|< Packets out|c Byites out <« Broadcast|<  Broadoast|c  Mulicast <
packets bytes packets
_ 0:f.66:1d: 77:66 100233 markuspc Cisco-Linksys 231E65 21 5MB 17 878 24 ME 43 97 KB 0=
F 0ok 54:9eBo5d 10021 10021 3Com Europe Ltd 11 807 15MB 23234 215MB 73 33KE o

The network cards tab was detached into its own top-level window, and resized to allow all the columns
to be displayed at once.

Frotocols |Hosts | Conversations | Protocols per host | Protocols per conversﬁion(Nawork ca_r@)Network card conversations | Metweark | Alarrms | 2

‘Proto:ol name |< Protocol port |< Description |< Packets|<r Bytes ‘( Hosts|( Conversationz < First seen|c  Last seen|

1 T¥ ether IP.TCP hitp 1.2048.6.80 World Wide YWeh HTTP 26 841 21,1 ME &1 159 to 120523 10 13.49:38
¥ ether IP.TCP hethioz-zsn 120486139 METBIOS Session Service 11 878 24 MB 2 2 to 120010 10 13:21:04

[ Network cards

MAC address < |P address « Host < Wendor ¢« Packetzin|ev Bytesin ¢ Packetz out « Byiesout |« Broadcast ¢ Broadcast |« hMulticast <

packets bytes packets

Jas 100233 markuspo Cisco-Linksys 2334 2 EMB 18 040 2.4 MB 43 11,0 KB i
] 10.0.21 10.0.21 3Com Europe Ltd 11 963 1,5 MB 23 387 21,5 MB it 3,5 KB 0
== 10.0.2.26 tipc Cigco-Linksys 027 921 8KE a0 11,4 KB a0 11,4 KB 0
' 255.255.255.255 Broadcast Eroadcast 45160 M5 KB o o o o o
' 10023 intranet Unknawvn 1 46 33 594 KE 309 59,1 KB o
- 10.0.2.31 bjornpc Cisco-Linksys, LLC 0 0 124 17,2 KB 124 17,2 KB 0
= 100237 itinapc Cisco-Linksys, LLC 0 0 198 M 5HE 198 3 5KE 0
= 10026 10026 Unknovn 0 0 4 256 4 256 0
' 100214 100214 Grandstream Networks, [u] o E 384 E 384 o
0| 20/20 45 521 24 4 ME 45 821 24 4 ME 4516 415,1 KB o

| \ \ | -
| »

Network cards

22593273

1] 2500000 5000000 7500000 410000000 12500000 15000000 17 500000 20000000 22500000 25000000 27 500000 30000000
Bytes in

|Ja~ra Applet Window

You can aso click the detach button located at the top right to detach the entire main application win-
dow. This enables you to resize the application while at the same time having al the views inside one
window frame.

TN
Protocols | Hosts | Conversations | Protocols per host | Protocols per conversation  Retwork cards INetWork card conversations | Metwork | Alarms | | 7 )
MAC address < IP address < Host < Wendor ¢« Packetsin|<v Bytesin ¢ Packets out|«¢ Bylesout ¢ Broadcast|« Broadcast|c  Mufticast <

packets bytes packets
F 0:f.B6:1d.77.66 100233 markuspc Cizco-Linksys 23417 21 6 ME 15143 24 ME 50 113 KE 02
F 0:d:54:8eBoi54 10021 10021 3Com Europe Ltd 12 065 1.5 ME 23483 21 6ME &2 37KE o
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Collapsing and resizing a table column

A table's column can be resized by dragging the edge of the desired column header or collapsed entirely
by clicking the little left arrow in the column header.

Protocals |Husts I Conversations I Protocols per host I Protocols per conversation | Metwork cards I Metwork card conversations I Metwark I Alarms I g

|Pmtncn| name |< Protocol port ( |( DE%criphnn |< Packeis|(\- Bytes |< Hnsts|( Conversations|¢  First seen|< Last SEEI’]|

T ether JP TCP hitp 1.2048.6.80 the description HTTP 26 841 21,1 MB &1 158 to1205:23 to13:49:38
¥ ether IP TCP nethios-ssn 1.20486.139 of the protocol p Service 11878 24 ME 2 2 to120010 to13:21:04

A column is made visible again by clicking the same arrow, now pointing to the right in the collapsed
column header.

Protocals |Hosts | Conversations | Protocols per host | Protocols per conversation | Metwork cards | Metwiork card conversations | Metweark | Alarms | g

|Protocal name |< Protocol port ( |>|< ) Packe{s‘<r By‘tes|< Hosts‘< Corversations|«  First saen|( Last sean|

= ether IP TCF http 12048 6.80 the demortion] 211 ME 81 158 10120523 to1349:38
¥ ether IP TCF nethios-ssn 12048.6.139 Aot the protocol| 24 ME 2 2 1012000 tol1321:04
Ch ' the data in th hart

The data displayed in the bar chart and pie chart is the amount from the currently selected column, indic-
ated with a dlightly darker column header background.

Protocols  Hosts IConverseﬂioms | Protocols per host | Protocols per conversation | Metweork cards | Metwwork card conversations | Metwork | Alarms | =

Packets out «  Bytes out < Mcoasthbcast < Protocols < Conversations|«  First seen <

2 tipe 100,226 6038 9223 KE 5967 1,5 ME 110

4 6 to1200:10  to14:10:52
% sy chacbladet basetarm 81 83163115 1301 2238 HB 1 866 23MB a 1 2 to121556 to12:17:56
E 1002255 10.0.2.2585 1370 2234 KB o 0 o 2 9 to1200:00  to14:11:55
%?4125.10.35 741251035 2400 1365 KB 4 762 ESME o 1 2 10121813 tol1219:56
% Y DRSS 00N OFY 66.151.234.59 1483 127 4 KB 24490 34 MB a 1 2 to1304:30  to14:05:42
% SR ] i 18936916521 764 1241 KB 1184 1,5MB a 1 2 0122424 to12:24:59
E wewwy objectplanet. com 1951591492 728 101 B KB as0 7457 KB o 2 2 to1209:26  to14:09:27

01560156 45 208 25,4 ME 43 206 25 4 ME 4913 143 05

‘markuspc 10.0.2.33 24416 23499182 16317 2674587 &0 &) 207 to12:00:10) tol14:11:18

Hosts

23503078

www dagbladet basefarm.net [l 229 149
1002255

T4125.10.35 || 139 846

www oasis-open.org || 130 408
Wi vy no [ 127 049
www.objectplanst.com || 104 008

L
1} 2500000 5000000 7500000 1000000012 500 00? 500 000 20 000 000 22 500 000 25 000 000 27 500 000 30 000 000
“Bﬁes in

The data can be changed by selecting a cell from another column. Only data from numerical columns can
be visualized in the bar chart. Y ou can also change the selected column by typing the left or right key on
your keyboard.

EIEICe
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Protocole  Hosts IConversmloms | Protocols per host | Protocols per conversstion | Metwork cards | Metwork card conversations | Metwark | Alarms |

&

< Address

Host name

< Packetzin|<

Bytes in <

922 3 KB

Packets out <

Bytes out <

Moasticast <

Protocols < Conversations| <

First seen <

2 thoc 10.0.2.26 G040 111 4 6 tof A0 to 141719
& 1002288 10.0.2.255 1421 2320 KB o 0 o 2 9  to1200:00 to14:16:59
B wworw dacpladet basetarm 8193163115 130 2238 KB 1 966 23MB 1) 1 2 to121556  to1217:56
2 www oasis-open.org B6.151.234.59 1652 141 4KE 2765 37 MB a 1 2 to1304:30 to14:15:49
& 741251035 741251033 2400 1366 HE 4 762 69 MB o 1 2 0121813 to1219:56
& v vano 193 89.165.21 764 1241 KB 1184 15MB o 1 2 0122424 to12:24:59
B s binbnlmened meee ANE 4S04 400 Taa s e A nna Jen T o n A A 4R ATANAE dnAdEAS
01580155 49 077 25,5 MB 49 077 25,8 MB 5115 151 516
I ‘markuspn: 100233 24532 23921536 19221 2702421 &0 8 21| to120010) to14183

markuspe

tipe

1002255

woww dagbladet basefarm.net
WV DaSiS-0pen.org
741251035

WWW WY MO

i
(1] 2000 4000 6000 8000 10000 12000 “ 18000 20000 22000 24000 26000 28000 30000
Packet:

|
?

The range of the chart can be adjusted by dragging the range adjuster placed at the bottom of the chart,

just above the axis values.

160.68.101.37 - bjornpe

158.39.172.209 - eivindpe

irinapc - support.objectplanst.com
66.249.93.176 - markuspc

www media.allerinternett.no - markuspe
70.42.57 155 - eivindpe

217.65.224.212 - bjornpe

Conversations

2 000 000

Bytes

3 000 000

4 000 000

52331162
8663014

5000000 5640535

4 (Q]w

The datain the line chart displays the traffic amount over time for the currently selected row and cell.

Protocals |Hosts | Conversations | Protocols per host | Protocols per conversation | Metwork cards | Metwiork card conversations | Metweark | Alarms |

Protacal name

I~ ether IP TCP hitp

First seen <

to1 9
to 13:21:04

Last seen

=¥ ether IF TCF rethios—=sn 11878 2 2 to120010
¥ ether IP.TCP.msnp 1.2048.6.1863 MSHP 321 28 54 to 120024 to14:30:34
¥ ether IP TCP pop3 120486110 Post Office Protocol - Yersion 5 747 2 2 to 120826 to14:29:27
=¥ ether ARP 1.2054 ARP 4057 19 46 to120000  to14:30:50
" ether P UDP nethios-dom 12048147138 METEIOS Datagram Service 758 10 a to 12:00:00 to 14:28:58
¥ ether IP LIDP nethios-ns 1204617137 MNETEIOS Mame Service 753 k] & to12:00:01 to 14:26:56
=¥ ether Mavell IPX 1.33079 Plovell IPX 297 o o to 120001 to14:30:01
W ether Movell Netware (LLC/SAP EOED) 1 57563 Movell Metitiare (LLCISAP EDED) 194 a 0 tef200m o 14:30:01
014014 52245 166 302
I ‘eiher IP.TCP hitp |1 2048680 Wiorld Wicke: Wk HT 30M56| 24556762 an 177 to1205:23)  to14:28:09
¢ ether.IP.TCP.http

600 000

500 000
400 000
w
5 1300 000
200 000
100 000
"
0 Al

torsdag 2 aug 13:30 - torsdag 2 aug 14:30

14 0T |

Change the data in the line chart by selecting another row in the table.
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Protocols |Hos‘ts | Conversations | Protocols per host | Protocols per conversstion | Metwork cards | Metwork card conversations | Metvark | Alarms | =
|Protocal hame |< Protocal port |< Descrigtion |< Packets|<\- Bytes |< Hos‘ts|< Conversations < First seen < Last seen
T ether P TCP hitp 1.2048.6.80 Wyiorld Wicke Web HTTP 30188 234 MB a0 177 to120523 to 143254 =
=¥ ether IP TCP netbios-ssn 120486139 METEIOS Session Service 11875 24 ME 2 2 to 120010 to15:21:04
¥ eth 1 1863 to1 3 2
= 0
¥ ether ARP 12054 2563 KB to1200:00  to14:34:22
¥ ether P LIDP nethios-dgm 1.204817.1338 METEIOS Datagram Service 734 1809 KB 10 9 to 120000 to14:34:29
T ether IP UDP nethios-ns 1204817137 METEIOS Mame Service 780 T5,2KB 9 8  tofZ00m to 14:33:56
= ether Movell IPX 1.33078 Movell I3 305 35,1 KB a a to12:00:01 to 14:54:01
¥ ether Movell Netware (LLC/SAP EOED) 157568 Movell Metare (LLCIEAP EDED) 198 21 8KB o o to12:00:01 to14:340
01414 52525 271 ME 168 306
‘emer IP.TCP pop3 |1 20486110 Pogt Office Protocal - Version 3 | ?4?| 309301 2 2 to 120926 to14:29:27 -
¢ @.lp.rcp.pops -
20 000 =
17 500
|
&y 12500
é' 10 000 m
7 500
5 000
2500
o o]
torsdag 2 aug 13:34 - torsdag 2 aug 14:34

Sorting a table column

Left click a table's column header to sort the selected column. Textual columns are sorted in ascending
order while numerical columns are sorted in descending order with the largest value at the top. Click the
column header again to sort in the opposite order.

Frotocals |Hos‘ts | Conversations | Protocols per host | Protocols per conversation | Metwwork cards | Metwork card conversations | Metweark | Alarms | g

Protocal hame < Protocol port < + Packets b Bytes <« Hosts|< Conwersetions < First seen|< Last seen
AS

"L ether IP TCP hitp 1 3 A4

to 120010 to13:21:04

E ether IP TCP nethios-zsn 120456139 METEIOS Session Service qtha nLMkEr of packets transmited over g 2:

¥ ether ARP 1.2054 ARP this network segmert using this protocol| 48 to 120000 to 14:49:12
T ether IP TCP msnp 1.2048.6.18663 MSHP 33939 4362KD 34 B6  to 120024 to14:48:56
T ether JP UDP nethios-dgm 1.204817.138 MNETEIOS Datagram Setvice ga0 2029 KB 10 ] to 120000  to14:45:22
¥ ether IP UDP nethioz-ns 1204817137 METBIOS Matne Service 566 83,4 KB 9 a8 to 120001 to14:47:23
=¥ ether IP TCP pop3 120486110 Post Office Protocol - Yersion 3 Kiitd FBS KB 2 2 to 120926 to 14:39:28
T ether Movell IPX 1.33078 Plovell IPX 335 3EEKE o o to 120001 to 14:49:02

The currently sorted column will have a sort order indicator visible in the column header, indicating
which order the column was sorted in.

Searching for network traffic details

The fields at the bottom of each table is called the filter bar and can be used to search for network traffic
details. Left click one of the fields in the filter bar to start typing. As you type, the first row matching the
text in the respective column is automatically scrolled to and selected in the table.

Protocals |Hos‘ts | Conversations | Protocols per host | Protocols per conversation | Metweork cards | Metwwork card conversations | Metweark | Alarms | =)
Protacal namme: Hosts |« Conversetions(<  First seen|<  Last seen
"L cther | it 0 =
=¥ ether P TCP nethios-s=n 1.20456139 METEIOS Sesszion Service 2 2 to 120010 to 13:21:04
¥ ether ARP 1.2054 ARP 19 48 to 120000 to14:51:12
T ether IP TCP msnp 1.2048.6.18663 MSHP 34 B6  to 120024 to14:50:30
T ether JP UDP nethios-dgm 1204817138 MNETEIOS Detagram Service 10 ] to1200:00  to14:49:50
¥ ether IP LDP nethios-ns 1.204817.137 METEIOS Mame Service 9 a8 to 120001 to14:47:23
=¥ ether IP TCP pop3 120486110 Post Office Protocol - Yersion 3 2 2 to 120926 to 14:49:27
=¥ ether Movell P 1.33079 Movell IPX o o to 120001 to14:51:02
¥ ether Movell Netware (LLC/SAP EOED) 157568 Movell Metare (LLCIEAP EDED) o o to12:00:01 to14:51:02
41 208 394
D | | | | _— \ | 5

The phrase 'pop3' was typed in the first field of the filter bar, and the ether.IP.TCP.pop3 protocol was
found in the table.
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Protocols |Hos‘ts | Conversations | Protocols per host | Protocols per conversstion | Metwork cards | Metwork card conversations | Metvark | Alarms | =
|Protocal hame |< Protocal port |< Descrigtion |< o Packets|< Bytes |< Hos‘ts|< Conversations < First seen < Last seen
T ether P TCP hitp 1.2048.6.80 Wyiorld Wicke Web HTTP 44 748 34,1 MB 121 239 to120523 o 145327 =
=¥ ether IP TCP netbios-ssn 120486139 METEIOS Session Service 11875 24 ME 2 2 to 120010 to15:21:04
¥ ether ARP 1.2054 ARP 4 682 2889 KB 19 48 to 120000 to14:5402
T ether IP TCP msnp 1.2048.6.1863 MSHP 3968 4M KB 34 BE  to1200:24 to14:53:38
T ether IP UDP netbios-dgm 1204617 135 MNETEIOS Datagram Service 892 2057 KB 10 k] to1200:00  to14:55:42
ME Mame Service L&t £l g
= ether Movell IFX 1.33078 Movell I3 345 39,6KE a a to 1200 D1 to 14:54 D?
¥ ether Movell Netware (LLC/SAP EOED) 157568 Movell Metare (LLCIEAP EDED) 226 250KB o o to12:00:01 to 14:54:02
01515 B8 383 38,0 ME 208 384
CpordD | | | | \ | \ | -

For textual columns, a match is made if the row contains the text from the filter field in the column
(substring). If you want an exact match, simply add an equals sign (=) in after the search text.

Filtering network traffic details

The fields at the bottom of each table is called the filter bar and can be used to filter out the actual net-
work traffic details you are looking for. Right click one of the fields in the filter bar to display only those
rows that include the text from the filter field in the respective column. You can filter multiple columns
at the same time by right clicking another filter bar field.

Protocals: | Hosts | Conversations  Protocols per host |Prntocols per conyersatian | Metweark cards | Metwork catd conversations | Metvark | Alarms | =)
Host name < Address < Pratocal »(¢ Packetzin|«¢v Bytesin < Packetz out|« BEytesout|c Firstseen < Last seen
L markuspe 00233 ether IPTCPHtp 27 000 31,9 WE 15 244 25 ME| 10120533 to 145705 =
9, sy cacbladet basetarm.net 81.93.163.115 fa_hEFTP'.TCPfﬁHp___- . 2162 3624 KB 3338 3OME  to121556 to144612
E, SN D 19368.165.21 T ether IP.TCP hitp d 1522 234 3 KB 2367 30ME 10122424 to14:45:38
Q, Y DRSS 00N OFY B6.151.234.59 =W ether IP.TCP Hitp . 1979 1694 KB 335 4.5 ME to 13:04:30 to 14:56:54
%7412510 35 741251035 T ether IP.TCP hitp 2400 136,56 HB 4762 BESME  to 121813 to12:19:56
%track.acﬁorm.naﬁ 81.7.166.240 T ether IP.TCP hitp . 514 130,5 KB 583 6001 KB to1Z:14:21 to 14:46:03
E, db-admatch.osl basefarmnet  81.93.163.121 T ether IP.TCP hitp d 524 1247 KB 788 G433HE  tol121:57 to14:46:10
9, sy itavizen.no 52.117.42.52 T ether IP.TCP hitp . 372 935 KE 539 G420KE  tol12:14:49 to 121612
0 155/253 45 400 34,6 MB 45 400 34,6 MB
| [markuspc [100z33 qfeg‘_er PIcPHte _,_] | 18175 22863405 11977 1693117|  to 120533 tol1427sd

In the above image the user selected a row with the www- http protocol and right clicked the filter bar
field for the protocol column to display only hosts that have used the http protocol since the probe started
or was reset.

Table4.1. Filter operators

operator description

filter displays rows including the text ‘filter'

filter= displays rows exactly matching the text 'filter'

filter<> displays rows not matching the text 'filter'

filter!* displays rows not including the text ‘filter'

filter> displays rows including text or numbers larger than or
equal to filter'

filter< displays rows including text or numbers smaller than 'fil-
ter'

filter<= displays rows including text or numbers smaller than or
equal to filter'

filter & filter2 & ... displays rows matching the filters (AND filter)

filter | filter2 ] ... displays rows matching the filters (OR filter)

In the below image the user typed in the filter <50 and right clicked the filter field (you can aso type
enter) to display protocols where the probe have seen less than 50 packets go by since it started or was
reset. Asthis exampleillustrates, the filter operators can also be placed in front of the filter value.
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Protocols |Hos‘ts | Conversations | Protocols per host | Protocols per conversstion | Metwork cards | Metwork card conversations | Metvark | Alarms | =
Pratocol hame < Protocal port < Descrigtion < Packets|< Bytes <« Hosts < Conversstions < First seen|< Last seen
T ether IP.TCP Htp-a il HTTP Aternste ort 50) 2 2 X
T ether 802 LANMAN Standards Committ 134358 502 LANMAN Standards Committ [ TaE a a to 124540 to14:459:14
T ether IPICKP 1.2048.1 Irternet Contral Message [F \ 3 ) 222 2 1 to 1336:25 to 13:36:
¥ ether IP UDP bootpc 1204817 68 Bootstrap Protocol Client '\1/' 504 2 1 to 141251 to14:
04M5 o0l 30KE 4
| [etherIp.TCP hitp-att [1204s68080  |HTTP Aternste (seepotany | Coasd O 1419 2 2| to144215] to144215

Viewing more detail

By right clicking a table row a popup menu is displayed giving you the opportunity to zoom into more
details about the selected entry.

|Hosts | Conversations | Protocols per host | Protacals per conversatian | Metwark cards | Metwwork catd conversations | etk | Alarns | =
Protacal name < Pratocal port « Desctiption Hosts < Conwersations < First s=eeh < Last seen
"L ether P TCP hitp . = X =
¥ ether JP TCP nethios-ssn 1.2048 6139 METBICS Session Service | _Shewhosts Usig fis protocol — 2 tot
=¥ ether ARP 1.2054 ARP 43 to 12:00:00 to 150730
=¥ ether P TCP.manp 1.2045 61863 = 70 to 12:00:24 to 15:08:51
¥ ether JP UDP nethios-dam 1.204817 138 METBIOS Datagram Service Show defined alarms for this protocol 9  to1200:00  to1S0728
I ether P UDP netbins-ns 1204817137 METBIOS Name Service Show triggered alarms for this protocol 8 to 12:00:01 to 150721
=¥ ether JF TCP.pop3 1.2045 6110 Post Office Protocal - Wersion) 2 to 12:09:26 to 145928
W ether Mavell IPX 1.33079 Mol IPX o to 12:00:0 to 150702
< ether Novel MetWars (LLC/SAP EOED) 157565 Novell Netvare (LLCASAP EQE  XPOrtdata 0 0120001 to150702
01515 Help 393
| letherIP.TCP Mt [1.2048 580 'rld Wide Yeh HTTP | 45686 36586002 121 238| 10120523 to150533 v

If you choose the 'Show conversations using this protocol’ in the popup above, the view will be switched
to the protocols per conversation tab and the protocol filter will be set to display only http entries.

Protocols | Hosts | Conversations | Protocols per host @Ef CU@N&WDH{ cards | Metwork card conversations | Metweork | Alarms | =)
Source host »| Destination host » < Protocal »/« Packets <+ Bytes|< Firstsesn|<  Lastseen
o .| ether IP.TCF hitp 2
l WY DRSIS-0PEn.org 1, markuspc =¥ ether IP TCP hitp 3591 to1304:30 to15:05:29
?, wewyyy danbladet basefarm .. 1 markuspc .. T ether IP.TCP hitp . 3338 to1215:56 to14:46:12
l WYY NELND . E, markuspc .. ¥ ether IP.TCP hitp . 2367 to1224:24 to 144225
% kampanje. tilknweh no o 1 markuspc .. T ether IP. TCP hitp . 1009 14ME  to1433:47 1o 14:42:04
% 00.¥.N0 . 1 markuspc .. T ether IP.TCP hitp . 502 10051 KE  to1224:25 1o14:4213
l annonser daghbladet no 1 markuspc T ether IP TCP hitp 788 S9433KEB  to121557  to14:46:110
9, iy sport] e .. E. markuspc .. ¥ ether IP.TCP hitp . 938 HMS4KE  to1214:29 1o 14:39:38
0 311/486 46 333 35,2 ME
[ [ |Gether PICRA0= 2> [ | \ | L2

Exporting network traffic data

By right clicking in the network traffic table you want to export data from, a popup with an 'Export datal
choice will be displayed.

Protocols | Hosts | Conversations  Protocols per host IProtoco\s per conversation | Metweark cards | Metwork card conversations | Metwork | Alarms | =]

Host name < Protocol 7|« Packetsinj<: Bwlesin|c Packets out|« Byles out|c  First seen < Last seen

L - ether P ity N
markuspe 100.2.33 =¥ ether P TCP nethios 9215 KB to 13
2’ P = Show hosts using thiz protocol =
2, tlpe 100226 = ether P TCP nethios- ) ) 15MB  to120010  to13:21:04
Show conversations using this protocol
2, wewvwy dagbladet basefarm net §1 93163115 =¥ ether IP TCP http . 3AME  to1215:56 to14:46:12
Show protocols used by this host
E. markusgpc 100.2.33 = ether P.TCP pop3 237 KB to 12:09:26 to15:19:28
Show source conversations for this host
E. markuspec 10.0.2.33 ¥ ether IP TCP.msnp i " ) 1834 KB  to12:00:24 to15:21:32
Show destination conversations for this host
2, 10.02255 1002255 ¥ ether P UDP nethios Add slarm 0  tol1200:00 to15:21:08
WY A TLND 19369.165.21 =¥ ether JP.TCP 30ME  to1224:24 10144535
2'4_ 2 2 Show defined alarms for this protecol and host '
0 265/268 39,5 MEB

Show triggered alarms for this protocel and host

| [markuspe 100.2.33 | ether JP TP it 2903540| 10120523 to1s1EST

4

34 554 943

markuspe - ether JP.TCP.http ﬁ Help ————————————

When you select 'Export data' a window is opened containing all the datain the table in atext area which
you can use to copy and paste the data. The data in the window is exactly the same data as in the table
with the correct sorting, filter settings, and visible columns.
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T Export Protocols per host

|eivindpc|10.0.2.251|ether.|P.UDP.netbios-ns|0|0[75|7200(to 12:05:05/to 15:19:49
|eivindpc|10.0.2 251 |ether IP.UDP . netbios-dgm|0|0]57]1: .41[||tc| 12:01:10Jto 15:21:09
[10.0.2.6[10.0.2.6|ether.| l._,f'f1F'|[I|[I|[I|[I|tCI [l 47:55(to 1

[www.google.no|64.233. i

[www.google-analyti om|72.14.211.104|ether.|P. TCP hitp|0]0]0]0jto 11:0

[www.google-analytics.com|72.14.211.99|ether.|P. TCP.hitp|0]0)0]0jto 10:
[10.0.2.10[10.0.2.10]ether.IP.UDP.netbios-ns|0]0[235 22ﬁE.|:||tc.12c|4 2.«|tn
|apps.creativecommons.org|64.34.16

|E|-.'1r1dpc|1[| 02 251|ether ARF'|[||[||

[10. u 2.40]10.0.2. 4[||ether IF' IL_.II.-'IF'|EI|[I|[I|[I|tCI 10:50: 02]to 10!

|pagead? googlesyndication.com|64. 67| ether |P . TCP. hitp|0]0)0]0)to 10:49:18[to 10:49:18
[10.0.2.12]10.0.2.12|ether.IP.ICMP[0]0[0|0]to 10:51:51[to 10:51

lwww.iconplant.com|67.15. |ether.|P TCP . hitp|0]0]0)0fto 1

[10.0.2.15|10.0.2 15|ether IP_ICMP|0]0|0]0lto 10:57-50[to 10:57
|10.0.2.14]10.0.2 14]ether [P ICMP|0]0]0]0]to 11: 4lto 11:08

(=

<

|

Separator: || Get data | Select all | Copyto clipboard | [ Include header

Java Applet Window

You can change the field separator by typing it into the text field available for this and clicking the 'Get
data’ button. The header fields can also be included by turning on the 'Include header' checkbox.

Protocols

The protocols tab displays information about the protocols discovered by the probe on the network seg-
ment since it started or was reset.

Protocals |Hos‘ts | Conversations | Protocols per host | Protocols per conversation | Metweork cards | Metwwork card conversations | Metweark | Alarms | =)
|Protocal name |< Protocol port |< De=scrigtion |< i Packets|< Bytes |< Hos‘ts|< Conversat\on5|< First seen |« Last saen|
1 T ether IP.TCP hitp 1.2048.6.60 Wyiorle Wicle Weh HTTP 48 168 36,6 MB 133 267  to1203:23  to15:27:42 =
=¥ ether IP TCP nethins-ssn 120456133 METEIOS Session Service 11 878 to12:00:10 to 13:21:04
T ether ARP 1.205¢ 5673 350, KB 19 to 120000

T ether IP TCP.msnip 1.2048.6.1663 MNP to 120024 to 15 31 07

¥ ether IP UDP nethios-dgm 1204617 135 MNETEIOS Datagram Service 1085 10 k] to1200:00  to 15:25:55
¥ ether IP LUDP nethioz-ng 1.204817.137 METEIOS Mame Service 1 061 9 a8 to 120001 to 19:28:57
= ether P TCP pop3 120486110 Post Office Protocol - Yersion 3 9583 2 2 to 120926 to 15:29:28
=¥ ether Movell IPX 1.33078 Movell I3 T a a to12:00:01 to 15:31:02
33 S1BME 73934 40,7 ME 229 425
‘eiher ARP 1.2054 ARP 5673 358500 149 300 to 120000 to1931:03 -
Protocols -
ether IP.TCP hitp 3
ether IP TCP nethios-ssn
ether ARP
ether IP.TCP.msnp
ether IP.UDP nethios-dam
ether IP.LDP nethios-ns m
ether [P TCP pop3
ether Movell IPX

o 5000 10 000 15 000 20 000 25 000 30 000 35 000 40 000 45 000 50 000
Packets

« triggered alarm count - the triggered alarm count for this entry color coded by the highest severity of
the triggered alarms.

 protocol name - the full name of the protocol. The name consists of the fully encapsulated name with
the actual protocol being the last name. ether.IP.TCP.www-http is the HTTP protocol (web browsing)
running on top of TCP running on top of 1P running on top of Ethernet.

25



http://www.objectplanet.com/probe

protocol port - the protocol 1D and port number for the protocol. The protocol port consists of the
protocol numbers and ports for the encapsulating protocols and the actual protocol port being the last
number. In the protocol 1D 1.2048.6.80, 1 defines Ethernet, 2048 (0x0800) is IP, 6 is TCP and 80 is
the HTTP port number.

description - Describes the protocol in more detail.

packets - the number of packets seen of each protocol on the network segment since the probe started
or was reset.

bytes - the number of bytes seen of each protocol on the network segment since the probe started or
was reset.

hosts - the number of hosts that have used this protocol since the probe started or was reset.

conversations - the number of conversations that have used this protocol since the probe started or
was reset.

first seen - the time when the network probe first discovered each protocol on the network segment
after the probe started or was reset.

last seen - the time when the network probe last saw each protocol on the network segment after the
probe started or was reset.

Protocols popup menu

The protocols poup menu is displayed if you right cl ick_a protocol entry.
=how hostz u=sing thiz protocol -

show converzationg u=ing this protocol |

Add alarm |

Show defined alarms for thig protocol |

=how triggered alarms for thig protocol

Export data |
Help |

Show hosts using this protocol - this will display all the host entries that have sent or received data
using the selected protocol since the probe started or was reset. The protocols per host tab will be dis-

played.

Show conver sations using this protocol - this will display all the conversation entries that have used
the selected protocol since the probe started or was reset. The protocols per conversation tab will be

displayed.
Add alarm - thiswill let you add an alarm for this protocol. The add alarm window will be displayed.

Show defined alarms for this protocol - thiswill display all the defined alarms for this protocol. The
alarms tab will be displayed.

Show triggered alarms for this protocol - this will display all the triggered alarms for this protocol.
The alarms tab will be displayed.
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Hosts

The hosts tab displays information about the hosts that have sent or received data on the network seg-
ment since the probe started or was reset. The hosts can be computers on the network segment or com-
puters outside the network segment (such as the Internet) that have sent or received data with hosts on
the segment.

Protocole  Hosts IConversmloms | Protacols per host | Protacols per cohversstion | Metweark cards | Metwork catd conversations | Metyark | Alarms | =)

< Addtess ¢« Packetzin|ev Bytesin|c¢ Packetzout « Bytes out|« Mcasthbcast <« Protocols ¢ Conversations ¢ First =een ¢ Last seen

. markuspc 0 12:0010]  t015.35:30

12 tipe 10.0.2.26 E043 9227 KB EMS 1.5ME 1681 4 &  to1200:10 10153719

Q, sy chadhladet basetarmn 81.93.163.115 2162 3824 KB 3338 39ME o 1 2 10121556 to 1446112
E, 1002255 10.0.2.255 2213 364 2 HE o 0 o 2 9 to1200:00  to15:35:42
Q, ot mil live com 213155151158 389 2380 HE 39 3459 KB a 1 2 10122332 10155738
Q, Y D 193 69.165.21 1522 2343 KB 2367 30MB o 1 2 0122424 10144538
Q, Q=B mgil live.cotn 213155151150 282 2300 KB 205 898 E KB o 1 2 10151024 to19:37.38
a0 312300230 T4 B23 41 4 ME T4 B3 41 4 MB & 050 223 G256
l ‘markuspc 10.0.2.33 37ESS|  379T9E10 29062 4685923 ar 10 361 to 120010 to15:39:30 -
Hosts —

www clagbladet basefarm.net [l 391 545
10.0.2.255 [l 372 906

afxf mail live com i 244 769 'U
wiww vy no f 239 905

afx mail live.com | 235 520

1} 5000 000 10 000 000 15 000 000 20 000 000 25 000 000 30 000 000 35 000 000 40 000 000
Bytes in

« triggered alarm count - the triggered alarm count for this entry color coded by the highest severity of
the triggered alarms.

* host name - the name of the host as discovered by dns lookup.

* address - the IP address of the host.

e packetsin - the number of packets received by each host since the probe started or was reset.
» bytesin - the amount of data received by each host since the probe started or was reset.

« packetsout - the number of packets sent by each host since the probe started or was reset.

» bytesout - the amount of data sent by each host since the probe started or was reset.

« mcast/bcast - the number of broadcast or multicast packets sent by each host since the probe started or
was reset.

 protocols - the number of protocols used buy this host since the probe started or was reset.

 conversations - the number of conversations this host has participated in either as a source or destina-
tion since the probe started or was reset.

« first seen - the time when the network probe first discovered traffic from each host after the probe
started or was reset.

« last seen - the time when the network probe last saw traffic from each host after the probe started or
was reset.
Hosts popup menu

The hosts poup menu is displayed if you right click a host entry.
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Show protocolz uzed by thiz host

Show source conversations for this host

Show destination converzations for this host

Show source converzations and protocols for this host
Show destination converzations and protocols for this host
Add alarm

Show defined alarms for this host

Show triggered alarmz for thiz host

Export data
Help

» Show protocols used by this host - this will display all the protocols that have been used for sending
or receiving data by the selected host since the probe started or was reset. The protocols per host tab
will be displayed.

» Show source conversations for this host - this will display all the conversations where the selected
host has been sending data since the probe started or was reset. The conversations tab will be dis-

played.

» Show destination conver sationsfor thishost - thiswill display all the conversations where the selec-
ted host has been receiving data since the probe started or was reset. The conversations tab will be dis-

played.

» Show sour ce conversations and protocols for this host - this will display all the protocols used in
the conversations the selected host has sent data since the probe started or was reset. The protocols per
conversation tab will be displayed.

» Show destination conversations and protocols for this host - this will display all the protocols used
in the conversations the selected host has received data since the probe started or was reset. The proto-
cols per conversation tab will be displayed.

* Add alarm - thiswill let you add an alarm for this host. The add alarm window will be displayed.

» Show defined alarms for this host - this will display all the defined alarms for this host. The alarms
tab will be displayed.

» Show triggered alarms for this host - this will display al the triggered aarms for this host. The
alarms tab will be displayed.

Conversations

The conversations tab displays information about conversations that have taken place on the network
segment since the probe started or was reset. The conversations can be from host to host on the network
segment or to and from hosts outside the network segment such as the Internet.
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Protocols | Hosts  Conversations  [protocols per host | Protocols per conversstion | Metwork cards | Metwork card conversations | Metwark | Alarms | =
Source host < Source address | Destination host <Destaddress |« Packetz|<v Bytes|<  Protocolz|<  First seen Last seen
I markuspe 00233 =
1 l WYY OESE-0PEN.OFY 1 markuspc 1002.33 4 631 6,3 ME 1 to 13:04:30 to 155418
% vy dagbladet basetarn 81.93.163.115 E, markuspc 1002.33 3338 3.9ME 1 to 121556 to 144612
l Y N I 193.68.1685.21 l markuspc 1002.33 2367 3,0ME 1 to12:24:24 to 144225
2. the 10.0.2.26 2. markuspe 100233 5863 15ME 2 tod20010 to13:21:04
l kamnpanie filmwebh no 195225987 1 markuspc 1002.33 1009 1.4 MEBE 1 to 14:39:47 to 144204
% track.adform.net 81.7166.249 E, markuspc 1002.33 a73 1,0ME 1 to 121421 to 154329
15014501 &1 679 45,3 ME 447
I ‘74.1 251033 741251035 |markuspc 100.2.33 4762 7224344 1) 0121613 to 12:19:56 -
Conversations —
=

74.125.10.35 - markuspe

WWW Dasis-open.org - markuspe

www clagbladet basefarm.net - markuspe
WWW WG N0 - markuspe

tlpe - markuspe

kampanje.filmweb no - markuspe
track.adform.net - markuspe

1] 1 000 000 2 000 000 3000 000 4 000 000 5000 000 6 000 000 7 000 000 & 000 000
Bytes

triggered alarm count - the triggered alarm count for this entry color coded by the highest severity of
the triggered alarms.

sour ce host - the name of the host sending the datain each conversation.

sour ce addr ess - the | P address of the host sending the data in each conversation.

destination host - the name of the host receiving the data in each conversation.

destination addr ess - the |P address of the host sending the datain each conversation.

packets - the number of packets seen of each conversation on the network segment since the probe
started or was reset.

bytes - the number of bytes seen of each conversation on the network segment since the probe started
or was reset.

protocols - the number of protocols used buy this conversation since the probe started or was reset.

first seen - the time when the network probe first saw traffic for each conversation after the probe star-
ted or was reset.

last seen - the time when the network probe last saw traffic for each conversation after the probe star-
ted or was reset.

Conver sations popup menu

The conversations poup menu is displayed if you right click a conversation entry.
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Show protocolz uzed by thiz converzation

Show protocolz used by source host

Show protocolz used by destination host

Show protocolz and converzations uzed by the =ource hozst
Show protocolz and converzations uzed by the destination hozt
Add alarm

show defined alarms for this conversation

Show triggered alarmz for thiz converzsation

Export data
Help

» Show protocols used by this conversation - this will display all the protocols that have been used in
the selected conversation since the probe started or was reset. The protocols per conversation tab will
be displayed.

 Show protocols used by sour ce host - thiswill display all the protocols used by the source host of the
selected conversation since the probe started or was reset. The protocols per host tab will be displayed.

» Show protocols used by destination host - this will display all the protocols used by the destination
host of the selected conversation since the probe started or was reset. The protocols per host tab will
be displayed.

» Show protocols and conversations used by the source host - this will display al the protocols and
conversations for the source host of the selected conversation since the probe started or was reset. The
protocols per conversation tab will be displayed.

» Show protocols and conver sations used by the destination host - this will display all the protocols
and conversations for the destination host of the selected conversation since the probe started or was
reset. The protocols per conversation tab will be displayed.

« Add alarm - thiswill let you add an alarm for this conversation. The add alarm window will be dis-
played.

» Show defined alarms for this conversation - this will display all the defined alarms for this conver-
sation. The alarms tab will be displayed.

» Show triggered alarms for this conversation - thiswill display al the triggered alarms for this con-
versation. The alarms tab will be displayed.

Protocols per host

The protocols per host tab displays protocols used by each host discovered on the network segment and
the amount of traffic sent or received for each of these protocols.
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Protocals | Hosts | Conversations  Protocols per host |Pratoco|s per conversation ‘ Metweork cards | Metwwork card conversations | Metwork | Alarms | =
Host name < Address « Protocal #(« Packetsin|cv Bwtesin| < Packets out|« Bytesout|c  Firstseen < Last seen
[ c 100233 % sther P TCR it | 33 459 39 ME|  to 120533 1 7 ﬁl
P, markuspc 100253 T ether IP TCP nethios-ssn 5857 1,5ME 6021 921 5KE  to12:00:10 to1521:04
1 g,t\pc 100226 T ether IP.TCP nethios-ssn .. 6021 921,5 KB 5857 15ME 10120010 to1321:04
Q, markuspc 100.233 T ether IP.TCP pop3 . BET 4331 KB 472 286KB 10120926  to16:02:28
9, sy chadhbladet basetarm.net 51.93.163.115 T ether IP.TCP hitp d 2162 3824 HE 3338 38ME 10121556 to14:46:12
P, 1002255 1002255 = ether IP UDP netbios-dgm 1283 296,0 HE 0 0 to12:00:00 to 16:09:38
F, markuspc 100.233 T ether IP.TCP msnp d 1 860 2689 KB 2183 1967 KE  to1200:24  to 161004
16 712827282 53 BEQ 46,5 ME 53 BE0 46,5 MB
markuspc 1002353 ether IP TCP hitp 33459 40248046 23545 4072612  to12:05:23 to 160857
Protocols per host

markuspe - ether IP.TCP hitp
markuspe - ether IP.TCP nethios-ssn
tlpe - ether IP.TCP nethios-ssn
markuspe - ether IP.TCP pop3
wwww clagbladet basefarm.net - ether IP.TCP http
10.0.2.255 - ether IP UDP nethios-dgm
markuspe - ether |P.TCP.msnp

40 248 046

f
o] 5000000 10000000 15000000 20000000 25000000 30000000 35000000 40000000 45000000 50000000
Bytes in

triggered alarm count - the triggered alarm count for this entry color coded by the highest severity of
the triggered alarms.

host name - the name of the host as discovered by dns lookup.

address - the | P address of the host.

protocol - the full name of the protocol. The name consists of the fully encapsulated name with the ac-
tual protocol being the last name. ether.|P.TCP.www-http is the HTTP protocol (web browsing) run-
ning on top of TCP running on top of 1P running on top of Ethernet.

protocol port - the protocol 1D and port number for the protocol. The protocol port consists of the
protocol humbers and ports for the encapsulating protocols and the actual protocol port being the last
number. In the protocol 1D 1.2048.6.80, 1 defines Ethernet, 2048 (0x0800) is IP, 6 is TCP and 80 is
the HTTP port number. This column is collapsed.

packetsin - the number of packets of a specific protocol received by each host since the probe started
or was reset.

bytes in - the amount of data received of a specific protocol by each host since the probe started or
was reset.

packets out - the number of packets of a specific protocol sent by each host since the probe started or
was reset.

bytes out - the amount of data sent of a specific protocol by each host since the probe started or was
reset.

first seen - the time the network probe first discovered this type of traffic for a host after the probe
started or was reset.

last seen - the time the network probe last saw traffic of this type for a host after the probe started or
was reset.
Protocols per host popup menu

The protocols per host poup menu is displayed if you right click an entry.
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Show hosts using thiz protocol

Show converzations using thiz protocol

Show protocolz uzed by thiz host

Show source conversations for this host

Show destination converzations for this host
Add alarm

Show defined alarmz for this protocol and host
Show triggered alarms for this protocol and host

Export data
Help

» Show hosts using this protocol - this will display al the hosts that have sent or received data using
the selected protocol since the probe started or was reset.

» Show conversations using this protocal - this will display al conversations seen using the selected
protocol since the probe started or was reset. The protocols per conversation tab will be displayed.

» Show protocols used by this host - this will display the protocols that have been used for sending or
receiving data by the selected host since the probe started or was reset.

» Show source conversations for this host - this will display all the conversations where the selected
host have sent data since the probe started or was reset. The conversations tab will be displayed.

» Show destination conver sationsfor thishost - thiswill display all the conversations where the selec-
ted host have received data since the probe started or was reset. The conversations tab will be dis-

played.

* Add alarm - thiswill let you add an alarm for this protocol and host. The add alarm window will be
displayed.

» Show defined alarmsfor this protocol and host - thiswill display all the defined alarms for this pro-
tocol and host. The alarms tab will be displayed.

» Show triggered alarmsfor this protocol and host - this will display all the triggered alarms for this
protocol and host. The alarms tab will be displayed.

Protocols per conversation

The protocols per conversation tab displays the type of traffic used by each conversation discovered on
the network segment and the amount of traffic sent or received for each of these protocols.

The links on the source and destination host entries indicate addresses where HTTP traffic has occured.
You can click on the links to open the address in aweb page. Since the links only go to the root directory
of the host, the page might not be valid or accessible.
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Protocols | Hosts | Conversations | Protocols pet host  Protocols per conversstion |Metveork carcks | Metwork card conversations | Metwark | Alarms | =

Source host » Destination host »|< Pratocol »|« Packetz|<v Bytes|< First seen|<  Lastseen
o open.org | P markuspe .| ether P TCP hitp . to 16:08:32 =

?, 741251035 . a. markuspoc ... ¥ ether IP TCP http . 4 762 BAME  to121613 to1218:56

& vy dadbladet basetartn .. Q. markuspc .. T ether IP TCP hittp . 3338 39ME  to121556  to 144612

% Y N I . E, markuspc .. ¥ ether IP.TCP.http . 2367 30ME  to122424  to144225

1 %Upc o % markuspc .. ¥ ether IP TCP.nethios-ssn . 5857 15ME  to120010  to13:21:04

?, kamnpanie filmwebh no . 9, markuspc .. 7% ether IP TCP http . 1009 14MEB 10143347  to14:4204

&track.adiorm.nat o Q. markuspc .. T ether IP TCP hittp . a73 10ME  to121421 to 15:43:29

3395181518 53 833 46,5 ME
| [www oasis-open org [ |markuspe | Jether 1P TCP pittp [ 5516 7821228 10130430) to1G0832 -
Protocols per conversation -.“'-
WV 0ESIS-0pen.org - markuspe - ether IP.TCP http 21 228 -
741251035 - markuspe - ether IP.TCP http
www clagbladet basefarm.net - markuspe - ether IP.TCP http
W .vg.no - markuspe - ether IP.TCP hitp
tlpe - markuspe - ether IP.TCP netbios-ssn :
kampanje.fimweb no - markuspe - ether IP.TCP hitp
track adform.net - markuspe - ether IP . TCP http
L
o] 1 000 000 2 000 000 3 000 000 4 000 000 5 000 000 G 000 000 7 000 000 & 000 000
Bytes

* triggered alarm count - the triggered alarm count for this entry color coded by the highest severity of
the triggered alarms.

« source host - the name of the host sending the data as discovered by dns lookup.

» source_address - the IP address of the host sending the data. This column is hidden by default, click
the arrow in the header to display the column.

* destination host - the name of the host receiving the data as discovered by dns lookup.

» source _address - the IP address of the host receiving the data. This column is hidden by default, click
the arrow in the header to display the column.

* protocol - the full name of the protocol. The name consists of the fully encapsulated name with the ac-
tual protocol being the last name. ether.IP.TCP.www-http is the HTTP protocol (web browsing) run-
ning on top of TCP running on top of |P running on top of Ethernet.

» protocol port - the protocol 1D and port number for the protocol. The protocol port consists of the
protocol humbers and ports for the encapsulating protocols and the actual protocol port being the last
number. In the protocol 1D 1.2048.6.80, 1 defines Ethernet, 2048 (0x0800) is IP, 6 is TCP and 80 is
the HTTP port number. This column is collapsed.

» packets - the number of packets seen of a specific protocol for each conversation on the network seg-
ment since the probe started or was reset.

* hytes - the amount of traffic seen of a specific protocol for each conversation on the network segment
since the probe started or was reset.

« first seen - the time the network probe first discovered this type of traffic for a conversation after the
probe started or was reset.

« last seen - the time the network probe last saw traffic of this type for a conversation after the probe
started or was reset.
Protocols per conversation popup menu

The protocols per conversation poup menu is displayed if you right click an entry.
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Show converzations using thiz protocol

Show hosts using thiz protocol

Show protocolz uzed by thiz converzation

Show protocolz used by source host

Show protocolz used by destination host

Add alarm

Show defined alarmz for thizs protocel and converzation
Show triggered alarms for thizs protocel and converzsation

Export data
Help

» Show conversations using this protocol - this will display al conversations seen using the selected
protocol since the probe started or was reset.

» Show hosts using this protocol - this will display all the hosts that have sent or received data using
the selected protocol since the probe started or was reset. The protocols per host tab will be displayed.

» Show protocols used by this conversation - this will display all protocols used by the selected con-
versation since the probe started or was reset.

» Show protocols used by source host - thiswill display all protocols used by the source host of the se-
lected conversation since the probe started or was reset. The protocols per host tab will be displayed.

» Show protocols used by destination host - thiswill display all protocols used by the destination host
of the selected conversation since the probe started or was reset. The protocols per host tab will be dis-

played.

* Add alarm - thiswill let you add an alarm for this protocol and conversation. The add alarm window
will be displayed.

» Show defined alarmsfor this protocol and conver sation - thiswill display all the defined alarms for
this protocol and conversation. The alarms tab will be displayed.

» Show triggered alarmsfor this protocol and conver sation - thiswill display all the triggered alarms
for this protocol and conversation. The alarmstab will be displayed.

Network cards

The network cards tab displays the network interfaces discovered and their traffic details. These network
interfaces are physically connected to the same network segment as the probe is running on.

New network cards detected since the last reset are marked with a"new" icon.
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Protocals | Hosts | Conversations | Protocols per host | Protocals per conversstion  Mebweork cards  |etwork card conversations | Metwork | Alarms | =
« Packetsin |« Bytesin|< Packets out|« Bytes out|« Broadcast|«  Broadcast ¢ Multicast|<
] 1 Cisco-Linksys 12 514 1 MB 118 E KB =
F 10021 10021 3Com Europe Lid 26 B55 42ME 42525 41,1 MEB 186 89 KE

F 255 255.255.255 Broadcast Broadcast 10778 997 8KE o o o o o
. 100226 tloe Cisco-Linksys 6027 92 GKE 199 261 KE 199 261 KE 0
2 F 10023 intranet Unknowr 14 23 KB 775 148 2 KB 70 146 8 KB a
L] 10023 hiarngc Cigco-Linksvs. LLC o 304 424 KB 304 424 KB o
220520 85 528 47,1 MB 85 528 471 MB 10778 937 8 KB 0

[ 10.0.2.33 arkLSpC Cigeo-Linksys I 47354] 43069351 32814 5341529 18] 27249 0 -

4| 3
Network cards —
—
43 069 381
4 368 065
1021 795
943 879 :
2336
L
(1] 5 000 000 ‘10 000 000 15000 000 20 000 000 25000 000 30 000 000 35 000 000 40 000 000 45 000 000 50 000 000
Bytes in

triggered alarm count - the triggered alarm count for this entry color coded by the highest severity of
the triggered alarms.

mac address - the hardware address (MAC address) of the network card. Every network card in the
world has a unique mac address. Network cards discovered for the first time will be marked with ared
'new’ label in front of the address.

ip address - the | P address of the host the network card sitsin.

host - the name of the host the network card sitsin.

vendor - the name of the vendor that manufactured the network card.

packetsin - the number of packets received by each network card since the probe started or was reset.
bytesin - the amount of data received by each network card since the probe started or was reset.
packets out - the number of packets sent by each network card since the probe started or was reset.

bytes out - the amount of data sent by each network card since the probe started or was reset.

broadcast packets - the number of broadcast packets sent by each network card since the probe star-
ted or was reset.

broadcast bytes - the amount of broadcast data sent by each network card since the probe started or
was reset.

broadcast packets - the number of multicast packets sent by each network card since the probe started
or was reset.

broadcast bytes - the amount of multicast data sent by each network card since the probe started or
was reset.

first seen - the time when the network probe first discovered traffic from each network card after the
probe started or was reset.

last seen - the time when the network probe last saw traffic from each network card after the probe
started or was reset.

Network cards popup menu
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The network cards poup menu is displayed if you right click an entry.
Show thiz vendor only
Show =2ource converzations for thiz card
Show destination converzations for thiz card
Add alarm
Show defined alarms for thiz card
Show triggered alarmz for thiz card

Export data
Help

» Show thisvendor only - thiswill display all the network interfaces discovered on your network since
the probe started or was reset and manufactured by the vendor in the selected interface.

» Show sour ce conversations for this card - this will display al conversations among network cards
where the selected card has sent data since the probe started or was reset. The network card conversa-
tions tab will be displayed.

» Show destination conversations for this card - this will display all conversations among network
cards where the selected card has received data since the probe started or was reset. The network card
conversations tab will be displayed.

« Add alarm - this will let you add an alarm for this network card. The add alarm window will be dis-
played.

» Show defined alarms for this card - this will display all the defined alarms for this network card.
The alarms tab will be displayed.

» Show triggered alarmsfor this card - thiswill display all the triggered alarms for this network card.
The alarms tab will be displayed.

Network card conversations

The network card conversations tab displays conversations discovered among the network interfaces
connected to the network segment the probe is running on.
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Protocols | Hosts | Corversations | Protocals per host | Protocals per conversation | Network cards  Network card conversations ‘Netwurk | atarens | =)
Source MAC address |« Source [P < Source host »| Destination MAC address | < Destination IP < Destingtion host (>« Packets <o Bytes|< Firstseen|<  Lest seen
= 100241 10,021 L= 10.0.2.33 farkuspe - 42339 HAME  tol1Z0010  to1E227
F 100235 markuspc P 10021 10021 26 B55 4,2 ME to12:00:24 to 16227
F 100.2.33 markuspc . F 10.0.2.26 tpe o 5027 9216KE  tof200:10 o 13210
F 10.0.2.44 10.0.2.44 . _ 255255255255 Broadoast . B 549 409,3KE  tof200:00  to16:22:%

F 10023 intranet . F 255255.255255 Broadcast = 7E0 1469 KB to12:00:02 1o 16:20:2
F Unknoweh Unknavn . P 295255255255 Broadcast . 1035 118,0 KB to 120001 to 16220
T I . T R, - . S |

=}
7
=
o
%

85521 47,1 MB

L

! o
Network card conversations r
43 068 035 _
4 368 065
043870
419136 U
150421
120833
I
0 5000000 10000000 15000000 20000000 25000000 30000000 35000000 40000000 45000000 50000000
Bytes

triggered alarm count - the triggered alarm count for this entry color coded by the highest severity of
the triggered alarms.

sour ce address - the hardware address (MAC address) of the network card sending data. Every net-
work card in the world has a unique mac address.

sourceip - the P address of the host sending data

sour ce host - the name of the host sending data. This column is hidden and can be displayed by click-
ing the arrow in the column header.

sour ce vendor - the name of the vendor who manufactured the card sending data. This column is hid-
den and can be displayed by clicking the arrow in the column header.

destination address - the hardware address (MAC address) of the network card receiving data. Every
network card in the world has a unique mac address.

destination ip - the IP address of the host receiving data.

destination host - the name of the host receiving data. This column is hidden and can be displayed by
clicking the arrow in the column header.

destination vendor - the name of the vendor who manufactured the card receiving data. This column
is hidden and can be displayed by clicking the arrow in the column header.

first seen - the time when the network probe first discovered traffic between the network interfaces
since the probe started or was reset.

last seen - the time when the network probe last saw traffic between the network interfaces since the
probe started or was reset.

Network card conver sations popup menu

The network card conversations poup menu is displayed if you right click an entry.
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Add alarm

Show defined alarms for thiz card converzation

Show triggered alarmz for thiz card conwverzation

Export data

Help

* Add alarm- thiswill let you add aaarm for this entry.

» Show defined alarms for this card conversation - displays the defined alarms for the clicked net-

work card conversation. The alarms tab will be displayed.

» Show triggered alarms for this entry - displays the triggered alarms for the clicked network card
conversation. The alarms tab will be displayed.

» Deletealarm - deletes the clicked alarm entry.

Network

The network tab displays the total amount of traffic for all packets, the packet type distribution (unicast,
multicast, and broadcast), and the packet size distribution.

Protocols I Hosts | Converssations | Protocols per host | Protocols per conversation | Network cards I Metwork card conversations — Metwark |Alarms |

a

Unicast packets 75117

packet size distribution

46,2 MB
Broadcast packets 11 077 1,0 ME = g; :‘;:z
Multicast packets o o : 12; 255 ::::s
Packets 54 bytes 3 631 1.8 MB | @ 256-511 bytes
Packets 65 to 127 bytes 10009 586 5 HE O 512-1023 bytes
Packetz 12810 255 hytes 9703 1.7 MBE O 10241517 bytes
Packets 25610 511 hytes 3573 1,2 MB O 1518 bytes
Packets 51210 1023 hytes 4187 28ME O Oversized
Packetz 102410 1517 bytes 2322 29MB 3
Packets 1518 bytes 24 758 358 MB packets bytes
Owversized packets a a
35 min 30 sec ago GRS - LS

2.0 Mhitls 0.365 Mbit/s

1.5 Mbit/s

1.0 Mhit/s

" i il il % A

0 Wibit/s o2 : ]
1 hr ago 30 min ago now

» packet size distribution - displays the distribution of the packet size. Move the mouse cursor over the
pie elements to display detailed info about the size distribution.

» network throughput - displays the network throughput in number of Kbit/s or Mbit/s up to the last
interval period (default 2 hours). Move the mouse cursor across the chart to display the time and

throughput at a specific time. The chart can be scrolled and zoomed.

Network popup menu

The network poup menu is displayed if you right click an entry.

38



http://www.objectplanet.com/probe

Add alarm

Show defined alarmz for thizs entry

Show triggered alarmz for this entry

Export data

Help

Add alar m- thiswill let you add aaarm for this entry.

Show defined alarms for this entry - displays the defined alarms for this entry. The alarms tab will

be displayed.

Show triggered alarms for this entry - displays the triggered alarms for this entry. The alarms tab
will be displayed.

Delete alarm - deletes the clicked alarm entry.

Alarms

Triggered alarms

The triggered alarms displays information about the alarms that have been triggered sinde the probe star-

ted or was reset.

Protocols | Hosts | Conversations | Protocols per host | Protocols per conversation | Metwark cards | Metwork card conversations | Metweork  Alarnz | =)

Triggered alarms IDefined alatmns | Alarm action liorary |

Trigger time

05.11.07 11:21:54
031107 11:24:57
0311.07 11:24:30
031107 11:24:21
034107 11:258:34
031107 11:28:34

05.11.07 11:21:54
l

Court | Entry type

-

s a4 = o

=

Protocal
Conversation
Conversation
Pratocol
Pratocol
Protocol

Protocol

Entry

ether |P.UDP nethios-dgm

10.0.2 59 -= markuspc

support .abjectplanet com -= markuspo
ether IP.TCP pop3

ether IP.TCP hittp

ether IP.TCP hittp

ether |P.UDP . nethios-dgm

Figld

Packets
Packets
Packets
Packets
Packets
Packets

Packets

Description

Trigger time - displays the time when the alarm was triggered

Count - the trigger count for the alarm

Entry type - the table the alarm isfor.

Entry - theentry the alarmisfor.

Field type - the alarm is triggered based on thisfields value.

Description - the description set for the alarm.
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* Value - the value which caused the alarm to be triggered.

» Severity - the severity of the alarm.

Triggered alarms popup menu

The triggered alarms poup menu is displayed if you right click an alarm entry.

Add alarm
Edit alarm
Delete alarm
Help

» Add alarm- thiswill let you add a alarm.
 Edit alarm - thiswill let you edit the triggered alarms defined alarm.

» Deletealarm - deletes the clicked alarm entry.

Defined alarms

The defined alarms displays information about the defined alarms.
Praotocals | Hosts | Conversations | Protocols per host | Protocols per conversstion | Metwark cards | Metwatk card conversations | Metweark  Alarms

Triguered alarms  Defined alarms IAIarm action library I

Ertry type |Entry |>| >|>|< Field |Descripti0n | Severity |< Type | |
Pratocol ether IP.TCP hitp .. .... Bytes Infarmation Absolute
Praotocol ether IP.TCP hitp ackets Absolute -
Protocal ether IP.TCP hitp . .. .. Packets Information  Absolute
Pratocaol ether IP.TCP hitps o Packets Infartmation  Akbsolte
Protocal ether IP DR nethios-dgm . .. .. Packets Information  Absolute
Praotocaol ether IP.UDP .nethios-dagm .. . Packets Infarmation Absolte
Protocol ether IP.TCP pop3 ... .. Packets Waring Absolute
Conversation =support objectplanet.com -= markuspc .. ... Packets Serious Ahzolte &
Cohversation 10.0.2.59 -= markuspc ..o .. Packets Critical Absolute &
Protocol ether IPTCP hitp [T [Packets Information [Absolite [Upg

e Entry type - thetable the darm isfor.

* Entry - theentry thealarmisfor.

« Field type - the dlarm istriggered based on thisfields value.
» Description - the description set for the alarm.

« Severity - the severity of the alarm.

» Type- thetype of the alarm (Absolute, Delta).
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Defined alarms popup menu

The defined alarms poup menu is displayed if you right click an alarm entry.
Add alarm
Edit alarm
Delete alarm
Help

* Add alarm- thiswill let you add aaarm.
« Edit alarm - thiswill let you edit the clicked alarm.

» Deletealarm - deletesthe clicked alarm entry.

Alarm action library

Thistab shows all the actionsin the action library. Actions can aso be added, edited or removed.

Protocols | Hosts | Conversations | Protocaols per host | Protocols per conversation | Metwork cards | Metwork card conversatiohs | MNetwork  Alarms |

Triggered alarms | Defined alarms  Alarm action library I

< E-tmail |« Subject
markusi@objectplanet . com
markusg@objectplanet . com

protocol alarm trigogered
host alartn triggered

303 303
eivindi@objectplanet . com markus@objectplanet.com |conversa‘tion alarm triggered
|eivind@_ubjectplanet.cum.markus@_ubjectplanet.cum | T |6 | per |3 hours: L

| converzation alarm triggered |

content

Select a variable to insert |w Clone action Edit action

» E-mail - the recipients of the e-mail to send.

 Subject - the subject of the e-mail to send.

Action library popup menu
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The action library poup menu is displayed if you right click an action entry.
Delete action
Help

* Delete action- deletes the action.
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Chapter 5. Traffic Log

Overview

The Traffic Log screen lets you access saved data. When the probeis reset all the statistics data are saved

to disk. By default this happens every 6th hour. Show the Traffic Log screen by selecting the Traffic
Log' button on the top of the window.

% LET ” Traffic Statistics m Traffic Log ‘\. Setup Help ’ Feedback

Network Probe 2.5

ObjectPlanet 20 007

| (select log entry) V| ”_»1

Fratocols IHDS‘tS | Conversations | Protocols per host | Protocols per conversation | Metwork cards | Metwaork card conversstions | Metwneork | Alarms |

=
< |Protoc:ol name

|( Protocol port |< Description

|< Packets |ev Eiy'tes‘« Hosts|( Conversations ¢ First seenje L

000 1) o] o] 1)
4l [
Protocols —
=)
f
o] i 10 15 20 25 30 35 40 45 50 S G0 G5 70 75 80 85 a0 & 100
Bytes

Display logged statistics

The Traffic Log screen shows the Network Probe applet with no data and a selection box with alist of all

the logged network statistics. To view alog entry in the applet, select it from the drop down box.
f{select log entry) i ‘ ,m]
(select log entry) o
onsdag 2007.08.01 14:56 - 2007.08.01 14:57
onsdag 2007.08.01 16:58 - 2007.08.01 18:00 oCols per conversation | Metwork cardsl Metwork card corwersations' Networkl A\armsl
onsdag 2007.08.01 18:00 - 2007.08.02 00:00

torsdag 2007.08.02 00:00 - 2007.08.02 06:00 ort |( Description
torsdag 2007.08.02 10:47 -

2007.08.02 12:00

|< Packets|<r B\des|< Hosts|<Conversation5

¢ First seen < Lastseen

The network statistics from the selected time period will then be displayed in the network probe applet,
and al the normal operations work as with the live data.
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‘toredag 2007.08.02 10347 - 3007.08.02 12:00 1% W]

Frotocols |Hms‘ts | Conversations | Protocols per host | Protocols per conversation | Metwork cards | Metwork card conversations ‘ Metwork | Alarms =)
Pratocol name « Protacal port « De=scription ¢ Packetz|<v Bytes |« Hosts ¢ Conversations|¢  First seen |« Last zeen
1 T ether IP.TCP hitp 1.2048 6.80 ‘Wiord Wicle Wk HTTR 11750 7 9MB a7 1 to10:4718  to11:47:11
T ether JP.TCP pop3 1.20456.110 Post Office Protocol - ersion 3 Mz 127 2KE 2 2 to10:4826  to1159:27
T ether &RP 1.2054 ARP 1934 1194 KB 18 43 to 104717 to 11:59:56
TN ether P UDP nethios-cgm 1.2043.17.138 METEIOS Datacrat Setvice 374 86,1 KE 10 =] to10:47:39 to 11:59:58
=¥ ether P .TCP nethios-zsn 1.20456.139 METEIOS Session Service 433 394 KB 2 2 to10:47:43 to 11:59:39
T ether JP.TCP.msnp 1.2043 6.1863 MSHP 373 370KB 2 to104720  to 11594
¥ ether P UDP.nethioz -z 1.2043.17.137 METEIOS MName Service 367 354 KE 9 =) to10:47:19 to 11:59:56
T ether Novell IPX 1.33079 Movel IPX 144 16,6 KB o 0  to10:4800 to11:53:01
T ether JP.TCP hitps 1.2043 6.443 hittp protocol over TLS/SSL 38 143 KB 2 2 toll:474 to 11:48:50
¥ ether Movell MNetwiare (LLC/SAP EOED) 1 57568 Mavel Metvare (LLC/SAP EDED) 89 99KE 1] u} to 10:48:00 to 11:59:01
U ether Maovell IPX (propistary’) 1.33080 Movell IPX (propietary) 1 79KB o a to 10:45:00 to 11:59:01
¥ ether IPICKMP 1.204381 Internet Cortrol Message [F 39 3BKE 14 13 0104717 to11:25:35
T ether 802 LANMAN Standards Committ 1.34958 802 LANMARN Standards Committ 4 532 a [u} to 1045 06 to 11:45:23
113135 15 825 5,4 ME 96 152
Protocols —

ether.IP.TCP. hitp
ether IP . TCP pop3 [l 130 296
ether ARP (@122 246
ether P UDP rnethios-dgm |l B8 144
ether |P.TCP netbios-ssn | 40 301
ether IP.TCP.msnp [ 37 914
ether JP.UDP netbios-ns I 36 240
ether Movell IPX | 16 992
ether P . TCP.hitps | 14 657
ether Novell NetWare (LLC/SAP EDED) |10 158
ether Movell IPX (propietary) | 8 094
ether IPICMP | 3 936
ether 802 LANMAN Standards Committee | 532

8332 30

L
1} 1000 000 2000000 3000000 4 000 000 5000 000 6000000 7000000 8000 000 9000 000
Bytes

Logged interval data

The interval data displayed for the logged data might not match the period of the log selection, but is the
length of the interval period set in the Probe setup.

Protocols |Hosts ‘ Conwversations | Pratocols per host | Praotocols per corversation | Metvwork cards | Metwork card conversations | Metwark | Alarms ‘ =
Protocol hatne < Protocal port < Description < Packets <+ Bwles|< Hosts < Conwversations < First seen|<  Last seen
1

¥ ether IP TCP.hitp 1.2045.6.80 World Wide Wik HTTP 11 730 T AME E il to 104718 to11:4711
3 to11: o

¥ ether ARP 1.2054 1934 1194 KB to11:59:36
=¥ ether IP UDP nethios-dgm 1204817138 METEIDS Datagram Service T4 861 KB k] to 11:59:58
¥ ether IP.TCP nethios-zsn 1.2048.6.139 METEIOS Session Service 433 394 KE 2 to11:99:39
¥ ether IP TCP.mshp 1204561863 MZHP jeri] 37 0 KB 2 to 11:59:44
T ether IP UDP .nethios-hs 1204347137 METBIOE Mame Service 367 354 KB ) 8  to10:4719 to11:59:56
¥ ether Novell IPX 133079 Mowell [P 144 16,6 KB a 0 to104800  to11:59:01
T ether IP TCP hitps 1.20458.6.443 it protocol over TLS/SSL 38 143 KB 2 2 to11:47:41 to 11:48:50
T ether Movell Metwiare (LLC/SAP EOED) 1 STSES Povell Met\are (LLCSSAP EQED) &9 985 KE a a to 10045:00 to11:558:01
T ether Movell IPX (propistary) 1.33080 Movell IPX (propistary) kil TS KB a a to10:48:00  to 11:59:01
TN ether IP ICWP 1.2048.1 Irternet Cortrol Message R 39 38 KE 14 13 to 1004717 to11:25:35
¥ ether 802 LANMAN Standards Committ 1.34955 G02 LANMAN Standards Committ 4 532 1) 0 to10:4806  to 114823
111313 13 926 &4 MEB s 152
ether P TCP . pop3 1.20486.110 Post Office Protocol - Yersion 3 M2 130296 2 2 to10:49:26|  to11:59:27
etherlP.TCP.pop3 [torsdag 11:30:28 —
16 287 Bytes —
20000 -
18 000 o ‘
16 000
14000 =~
12 000
3
E 10 000

& 000

G000

4000

2000

Che: ]
torsdag 2 aug 11:00 - torsdag 2 aug 11:59

Theinterval data displayed above covers 2 hours, same as the interval period set in the Statistics setup.

Set the duration of the interval data to the same as the reset interval to match the displayed interval data
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with the log period selected.

Statistics

Collected Statistics Interval Duration Interval Time

Set all m | Select a valus # |
[ protocols | 2 hours V| | 10 seconds V|
HDEE | 2 hours V| | 10 seconds V|
™ conversations | 2 hours V| | 10 seconds v|
M protocols per host | 2 hours v|| |10seconds v
[ protocals per conversation | 2 hours V| | 10 seconds v|
MNetwork cards | 2 hours bt | | 10 seconds b |
[ network card conversations | 2 hours v || |10seconds v
Metwork overview | 2 hours bl | | 10 seconds v |

Update

Reset settings

Last rezet: 29. januar 2007 12:00
Mext rezet: 29, januar 2007 16:00
Reset day: Every day |»

Reset hour: Midnight |»

Reset intEr'q.-rall;f:]_E'..rer",,-r 2 hours % |
Update l Reset now

Log manager

=

Display the log manager by selecting the Log Manager button above the log applet window. The log
manager lists al the logged statistics entries, the amount of space used by the data, and the maximum al-

lowed age of the entries in the database.

To limit the amount of data used by the logged statistics, you can automatically delete any entries older

than the specified number of days. The default ageis 30 days.

Clicking on alog entry will load that datain the log applet.
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) http://localhost:7030 - Log Manager - Mozilla Firefox |._||E|E|
-
Size: 242.8 ME  Delete entriez older than days
Natwork Statistics Log Age
Monday 2007.01.22 11:05 - 2007.01.22 12:00 7 days
Monday 2007.01.22 12:00 - 2007.01.22 17:59 7 days —
Monday 2007.01.22 13:00 - 2007.01.23 00:00 7 days )
Tuesday 2007.01.23 00:00 - 2007.01.23 06:00 & days
Tuesday 2007.01.23 06:00 - 2007.01.23 12:00 & days
Tuesday 2007.01.23 17:45 - 2007.01.23 17:59 6 days
Tuesday 2007.01.23 18:00 - 2007.01.23 23:59 6 days
Wednesday 2007.01.24 00:00 - 2007.01.24 05:59 5 days
Wednesday 2007.01.24 06:00 - 2007.01.24 12:00 5 days
Wednesday 2007.01.24 15:15 - 2007.01.24 17:06 5 days L
Wednesday 2007.01.24 17:12 - 2007.01.24 17:23 5 days
Wednesday 2007.01.24 17:23 - 2007.01.24 18:00 5 days
Wednesday 2007.01.24 18:00 - 2007.01.25 00:00 5 days
Thursday 2007.01.25 00:00 - 2007.01.25 06:00 4 days
Thursday 2007.01.25 11:09 - 2007.01.25 11:59 4 days
Thursday 2007.01.25 14:22 - 2007.01.25 13:00 4 days
Thursday 2007.01.25 18:00 - 2007.01.25 23:59 4 days
Friday 2007.01.26 00:00 - 2007.01.26 06:00 3 days
Friday 2007.01.26 06:00 - 2007.01.26 12:00 3 days ot
Done _ix_
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Chapter 6. Alarms
Alarms

Alarms can be added, removed and edited from both the "Traffic Statistics' and the "Main" tab.
Triggered alarms are treated as statistics data. This means they are stored when the probe is reset, and
can later on be viewed in the "Traffic Log" tab. When the probe is stopped triggered alarms are lost.
Defined alarms are not affected by resetting or stopping the probe, they exist until they are deleted by the
user. There exists two types of alarms; absolute alarms, and deltaalarms.

Absolute alarms

An absolute alarm will be triggered when the monitored entries value for the given field increases over a
specified trigger value. Once the dlarm istriggered it will not trigger again until the probe is reset.

Delta alarms

A delta alarm is triggered when the monitored entries delta value for the given field is larger than a spe-
cified value. For each sampling time there is taken a sample of the monitored entries value for the given
field. If the difference of the two last samples taken is larger than the specified trigger value for a upper
trigger type alarm, or lower than the specified trigger value for a lower trigger type alarm, the alarm is
triggered.

Delta dlarms can have upper or lower trigger type. A delta alarm with trigger type upper is triggered
when the monitored entries delta value for the given field is larger than the specified trigger value. Once
triggered, the alarm will not be triggered again if there is no lower trigger value set. Set a lower trigger
value also to reset the alarm when the monitored entries delta value for the given field is smaller than the
lower trigger value. If this happens, the alarm can be triggered again.

A delta alarm with trigger type lower is triggered when the monitored entries delta value for the given
field is smaller than the specified lower trigger value. If an upper trigger value is set also the alarm can
be triggered multiple times. If the monitored entries delta value for the given field is larger than the spe-
cified upper trigger value the alarm can be triggered again.

Adding alarms

Inthe"Main" screen, an alarm can be added by right clicking on an entry in the tables or choosing "New
Alarm" in the Alarms top menu. In the "Traffic Statistics' tab, an alarm can be added by right clicking
and choosing "Add alarm”.
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Pratacals ST ” Prolocols v DRSS
TP | [1.20ees ToP v 12048820
[Enter a descriptan]
[Ented & Sescripton)
) Delta alarm sampling time: seconds
(©) Abuolate aiaem ™ Deta alam Sampling ima seconds

& Absoiute alarm
(@ Trigger on high valus
Trigger on low value W Trigger on high value

Upper trigger value ME b

Lowar irigger value Uippes trigger valug MB w

Lowed niggar valug

Information alarm ~ All users will see this alarm L

Set alarm

Infoirnation alanm - All gzers will 5o his alam b

setalam |

Java Aoplsl Window

Entry

To add an alarm you first need to enter the entry you want the alarm to be for. Y ou need to select the ta-
ble and the field for the entry. Additionally you need to enter the entry. The below image shows adding
an alarm for a Protocols per conversation entry on the Byte field. The entry to add the alarm for is
between hosts 10.0.2.3 and 10.0.2.4, using protocol 1.2048.6.80 (TCP port 80).

| FProtocols per conwersation w | | Bytes W |

| TCP wl| [1.2048.6.30 |

110.0.2.3 | [10.0.2.4] |
Description

Optionally you can add a description for the alarm.

|[Er|ter a description]

Alarm and trigger type

Choose whether you want the alarm to be an absolute or delta alarm. If you choose delta alarm you will
also need to enter asampling time.

Alarms with trigger type upper will trigger when the entries value for the given field increases above the
specified upper trigger value. Delta alarms can be triggered multiple times using both trigger values.
When the delta value for the alarms entry is lower than the lower trigger value the alarm is reset and can
be triggered again.

Only delta alarms can have their trigger type set to lower. A delta alarm with trigger type lower set will
be triggered if the delta value for the alarms entry is lower than the lower trigger value. If a upper trigger
valueis set also, the alarm can be triggered multiple times.

The below image shows setting a delta alarm with sampling time 1 second. The trigger type is set to up-
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per. The upper trigger value is set to 10 Kb/s and the lower trigger valueis set to 1 Kb/s.

(#) Delta alarm sampling time: |1 seconds

() Absolute alarm

{(s) Trigger on high value

() Trigger on low value

Upper trigger value |10 kKbf=z |»

Lower trigger wvalue |1 Khf=s |

Severity and Visibility

The last thing to be done before the alarm can be added is to set the severity and the visibility. Setting the
visibility might restrict some types of users from seeing this alarm. The below image show setting a crit-
ical alarm which only admin users can see.

Serious alarm L {Admin user will see this alarm |

Click the "Set alarm" button to add the alarm.
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Add alarm

R

| Protocols per conversation w | | Bytes W |
| TCP v| [1.2048.6.80 |
10.0.2.3 110.0.2.4 |

|[Enter a descriptian]

{(#) Delta alarm
() Absolute alarm

{3 Trigger on high value

{3 Trigger on low value

zampling time: zeconds

Upper trigger ‘u’EI|IJE|]-|:| || kbfs » |
Lower trigger valuell || kKhfs % |
Serious alarm w | | Admin user will see this alarm

Successfully set alarm

iSet alarm |

Edit alarms

Alarms can be edited in both the "Main" and "Traffic Statistics' tab.

Main

In the Main screen, alarms can be edited by clicking the edit icon to the right of the alarm in the alarm
windows, or by choosing "Edit alarm" from the right click menu in the alarm windows.

Entry type Entry Field Description Sewverity Type Trigger type
protocol 1.2048.6.80 Packats Serious Absolute upper KA
T T
Edit alarm Click to edit
nimatrix 66.151.234.59 -> 10.0.2.33 Packets Delete 3l ormation the alarm upper ®v—
alhost 10.0.2.26 - 1.2048.6.139 Bytes in test Siete alarm ning upper R
slmatrix 10.0.2.26 -* 10.0.2.33 - 1.2048.56.139 Bytes Shew triggered alarms Absolute upper R v
Help

Traffic Statistics

In the "Traffic Statistics" alarms can be edited by choosing "Edit alarm” from the right click menu in the
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alarm tables.

Defined alarms |

Entry type |Entry H,H« Field Description |Sevenly |« Type ‘ |
Protocol ether IP TCF http Packets Serious Abzolute &
Host thoe . .. Packetsin Criicsl  Absolute &
Conversation WY DEIE-DpEn.org -> markuspe . . Packets Information Absolite &
Host protocal tiot - ether P.TCP nethios-33n .. Btesin Warning  Absolte &
Conversation protocol i a

markuspe - ether |P.TCP netbios-ssn .. .. Bytes Serious Ahsolute
= . 5

et ol
Netwrork card

Pachets in
Bytes in Infarmetion

Metwork card 0142215129 Bytes in Add alarm on Absolte &
Conversation protocal  intranet -= 10.0.2.4 - ether IP.TCP ity Bytes Edt alarm Defta &
Delete alarm
Help

Metwork card |o14:z215129 | 1] |Packetsin Information | Absohuts [Lpy

Edit alarm window

Once you have made your changes in the "Edit alarm™ window, click "Edit alarm" to change the alarm or
click "Clone aarm" to make a copy of the alarm.

Edit alarm Edit alarm

Hosts ™ Fackets in L HbslE e Packets in »

19.0.2.28 100228

[Enler & descripion]

) Delta alarm sampling time: I™ Deita atarm Sampling time
(= Absolute alarm ¥ Absolute alarm
- - ¥ Trigger on high value
(% Trigger on high value r
Trigger on low valug

Uppeer trigiger value 1o Packets

Upper trigger value 1.0 Fackets ¥ Lowes rigger value

Lower trigger walus
Coibieal alaem W | A U wAll 888 TR Slarm b

Crtical alarm » All users will see this alarm o

|Ectalarm|  Clone alanm

P r—r— |
Clone alarm |

Jave Bpgiet Windew

Remove alarms

Alarms can be removed from both the "Main" and the "Traffic Statistics' tab. Both triggered and defined
alarms can be removed.

Main

In the "Main" tab alarms can be removed by cliking on the delete icon to the right of the alarm in the
alarm windows, or by choosing "Delete alarm™ in the right click menu.

Defined alarms 3, A X
Entry type Entry Field Description Sewverity Type Trigger type

protocal 1.2048.6.80 Packets Absolute upper R~
nlhost 10.0.2.26 Packets in Critical Absolute upper K
nlmatrix 66.151.234.59 -> 10.0.2.33 Packets Infarmation Absclute upper L
slhost 10.0.2.26 - 1.2048.6.139 Bytes in test Edit alarm Ah=plits upper ® v
almatrix 10.0.2.26 -> 10.0.2.33 - 1.2048.6.139 Bytes Click to delete uuper—®v‘ v

Delete alarm

| the alarm

Show triggered alarms
Help

In the "Traffic Statistics" tab alarms can be removed by choosing "Delete alarm” from the rightclick

Traffic Statistics
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menu.

Defined alarms. |

Entry type |Entry H,M« Field |Descr|ptlun |Severlly |« Type ‘ |
Pratocol ether [P TCP It Packets Serious  Absolte A&

Host e . .. Packetzin Critical Abzolute &
- Infarmation

! 0 rP.ICP sh [.].] s in :
- o Add alarm Serious
Metwork cardl 0142215129 ... Packetsin Edt alarm viormation Absolte &
Network card 0142215129 Bytes in Click fodelete [iformation Absolute &
Network card 014:22:1512:8 Bytes in Help the alarm formstion  Absolute
Conversation protocal  intranet -= 10.0.2.4 - ether IP.TCP ity Bytes erious  Defta &

Host protocal [tioc - ether IP.TCP nethios-ssn | 1] [Bvtesin Warning | Absolute |Upp

Alarm actions

E-mail alarm actions

When aaarm is triggered you can set up Network Probe to send a given e-mail. Before any e-mails can
be sendt Network Probes email server needs to be set up. You can specify any number of emails to be
sendt when a alarm is triggered. To not fill up your inboxes you can specify how often a email will be
sendt on a given time period. Frequently sendt e-mails can be added to the action library. Later on ac-
tions from the action library can be added to multiple alarms.

The e-mails sendt by Network Probe are fully configurable. A single or multiple recipients can be set, the

subject and the content can be set. In the content of e-mail variables from the triggered alarm can be in-
serted.

Adding a e-mail alarm action

Alarm actions can be added from both the "Main" and the "Traffic Statistics' tab. In both cases alarm ac-
tions are set by clicking the add " Set alarm action" button in the add alarm window.

m £ Add alarm

Protocals w Evptns w Pratocols ks Enbes »
TCP w 1.2048.6,80 e X 1.2048 6.80
HHp

[Enfer & dese riglion]

) Drata alanrn sampling tine: seconds
(=) Absolute alarm ™ Dena alarm Samgding trre saconds
5 Absolube alanm

(&) Trigger on high valus B —_—
~ Trigger on high valug

Trigger an low valus

Upper wrigger valse |10 L. Upper trigger value 10 ['C] -
Lawer triggar valus Cick o set
a alarm setian Larwer trigger value Click ba 18t
Sarsdus alarm W SUper Ll‘irl.‘. will gad thes alarm W
: Serous alarm ki Supef users will 5ee this alam »

Set alarm actions ||| Set alaom

Suctassfully set alarm 4 Sed alamn sction [ Set alamm

Successfully set akam

v A ppied o

Adding alarm actions is done in a new window. The "Add alarm actions window" The top half of this
window shows a table containing the e-mail alarm actions already added to this alarm. In the bottom part
of the window e-mail alarm actions can be added.
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Add alarm actions

Email ¥ Subject Sendt count Showing the
rnarkuz@objectplanet. com, elvind@objectplanet. com Alarm triggerad o ® alarm actions
rik ard@objectplan et carn Hetp alari o KI— alread\r added
tergein@objectplanet. com Http alarm triggered o R to the alarm

Alarm action details

Choose a action from the library w
markus@objectplanet.com,eivind@objectplanet.com max | 10 per | hour b
|alarm triggered
|[Protocol: %%pids% has been used for wore than: %3criggecrValuess ac: 33triggerTimes: | Add e-mail
alarm actions
here
| Insert trigger time |

To add a e-mail alarm action enter the recipient address, the subject and the content. Also specify how
many of this e-mails can maximum be sendt in a given time interval. Y ou can also choose a action from
the action library. A e-mail can be sendt to multiple recipients by entering multiple e-mail addresses
comma separated in the recipients field. Variables such as trigger time and trigger value can be inserted
into the content of the e-mail. Variabels are replaced with their value when the e-mail is sendt.

Add alarm actions

Email * Subject Sendt count

markus@objedplanet comn,elvind@objedplanet. com Alarmn triggered o "
rikard@abjectplanat, com Hetp slares o ®
torgein@objectplanst.com Hitp alarm triggered o "

Alarm acthion details

Choose a action from the library » |— ChDDSE' a aI:_tICIFI from
the action library

markus@objectplanet.com,eivind@objectplanet.com max |10

[alaren triggered

[Prorocol: s%pidss has been used for wore than: s:CriggerValuess ar: sstriggerTimess

Insert variabels

into the content

| Insert trigger time w |

When a email is sendt all the variables in the content are replaced with their values. In addition to the
content the triggered alarms is added to the content of the email.
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Protocol: 1.2048.6.80 has been used for more than: 10.1 MB at: 2007.11.05 059:34:50

<alarm>

<triggerValue>10.1 MB</triggerValue>

<triggerTime>2007.11.05 09:34:50</triggerTime>

<triggerCount»l</triggerCount>

<defined:>»
<id>4</id>
<table>protocol<,/table>
<sro»/srox
<dst></dst>
<pid>1.2048.6.80</pid>
<counterId>l</counterIds>
<upperTriggerValue>10.0</upperTriggerValue>
<lowerTriggerValue>0.0</lowerTriggerValue>
<zamplingTime>l</samplingTime:
<descriprion»</description>
<zeverity»0</severicy>
<absolutehlarm>true<,/absolutehlarms>
<triggerTyperupper</triggerType>
<upperUnit>MB</uppexrUnitc>
<lowerlUnit>MB<,/lowerUnit>
<vigibility>0</visibility>

</defined>

</falarm>

Edit e-mail alarm actions

E-mail alarm actions can be edited in both the "Main" and "Traffic Statistics' tab by clicking the "Edit
alarm action" button in the "Edit alarm" window.

S

v Byttt - Prolocols - Bytes -

TCR v 1.2048.6.80 TCP - 12048680

[Enber 3 descripion]

O Dals alas Bamphng tena: oonds
%) Absolute alarm ™ Deits starm SHMHING Bme SeLoNds
= Absciute sam

(=) Trgger on high value
W Trigoer on high value

Trigger on low value
: r

1 10.0 ]
Ll Iriger vikes . — Uppar Wgoer value [ 1] (1]

Lower tnigger value

" ~ Lo Wigoer vahid
Click to adit the
Informatcn slarm Slerm actians will see this alarm w Click to adit the
alarm actions

Infoemation alanm w

i3 alarm w

| Edit alarrn achons (|| Eda all"r'l |C'O"‘l alanm

Edtalaem | Cione atam |

Janve Appiet Wirsdow

Click ae-mail alarm action in the action table or choose "Edit action" in the right click menu to select a
e-mail alarm action. Once the action is selected the actions details are shown in the bottom "Alarm action
details" section of the window. Here the action can be edited. Confirm any changes by clicking the "Edit
action" button. Click the "Clone action" button to clone the action. By clicking "Add to library" the e-
mail alarm action is added to the action library.
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Edit alarm actions

Email ¥ Subject Sendt count

markus@objectplanet.com,eivind@objectplanst.com Edit actiﬁn _ﬂ

rikard @objectplanet.com Add to lib 0 ®
o lipra

torgeir@objectplanet.com v 0 ®

Delete action

Help
Alarm action details

| Choose a action from the library w |

|rnarl-cu5@-:-I:ljec:tplanet.cc-m,eivind@objectplanet.-:om | max |5 | per | hour v

|Alarrr| triggered |

new content

Select a variable to insert »

Add to Iibrary] [Clone action] [Edit action

Remove e-mail alarm actions

E-mail alarm actions can be removed by clicking the remove button in the actions tables or choosing "De-
lete action" from the right click menu.

Edit alarm actions

Email ¥ Subject Sendt count
markus@aobjectplanat.com.eivind@objectplans B . ad 0 F
: ) Edit action

rikard @objectplanet.com . - 0 ®
torgeir@objectplanet.com Add to library iagered Click to delete S

the e-mail alarm
action

Delete action

| Choose a action from the library w |

Alarm action details

|[Enter a to address] | max | | per | Select time interval »

|[Er|ter a subject] |

Select a variable to insert %

Alarm action library

The alarm action frequently used actions can be stored for later use. Later on the actions in the library
can be added to multiple alarms. The alarm action library can be accessed from the "Main" and the
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"Traffic Statistics' tab. In the "Main" tab the action library can be accessed by clicking "Alarm action

library" from the "Alarms" top menu. In the "Traffic Statitistics" tab you can find action library under the
"Alarms" tab.

Alarm action ibrary 9 A X
Email ¥ Subject

eivind @objectplanet.com.markus@objectplanst.com canversation slarm triggered F
markus@objectplanat.com protocol alarm triggerad ®
markusi@objectplanet.com host alarm triggered ®

Alarm action details

|[Enter a to address] | max | | per | Select time interval »

|[Er|ter a subject] |

Select a variable to insert »

In the action library action can be added, edited or removed the same way as in the Add/Edit alarm ac-
tions windows.
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Chapter 7. Setup

Overview

The setup screen lets you change settings for the statistics collected, administrate users, setup filter rules
as well as configuring the probe. Show the Setup screen by selecting the 'Setup' button on the top of the
window. The setup information is shown in windows. Click on a window name in the top menu to a
show a setup window.

% Main r Traffic Statistics m Traffic Log “Qt" Setup ” Help @ Feedback

Statistics

Collected Statistics Interval Duration Interval Time

Set all | Select a value % | | Select a value % |
Ml eratacals | 1 hour b | | 10 seconds ~ |
] Hosts [ 1 hour | [10seconds (v
[¥] conversations | 1 hour v | | 10 seconds v |
M protocals per host | 1 hour v | | 10 seconds % |
¥ rotocols per conversation | 1 hour b | | 10 seconds v |
Network cards | 1 hour ¥| [10seconds (¥
[ network card conversations |1 hour v| [10seconds v
Metwork: overview | 1 hour bt | | 10 seconds hd |

Update
Reset settings

Last reset: 27. september 2007 06:00
MNext reset: 27. september 2007 15:00

Reset day: Wednesday %
Reset hour: 06:00 A

Reszet interval: | Every 12 hours vl

Collected statistics

This dISp| ays the type of network statistics being collected. Y ou can change the type of statistics collec-
ted by setting the checkbox beside each statistics entry and clicking update. If you have a large network
with lots of traffic and problems with the probe using too much memory and processor resources, you
can turn off statistics that take much memory.

The interval settings are used for the line chart displaying traffic amount over time. Interval durations
can be set from 1 hour to 2 days, and interval times from 10 seconds to 3 hours. A long duration com-
bined with a small time would comsume alot of memory on large networks.
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Collected Statistics Interval Duration Interval Time

Set all | Select a value | | Select a valus (% |
Protocols | 1 hour [+] | 10 seconds w |
[ Hosts | 1 hour v | | 10 seconds v |
Conversations | 1 hour ~ | | 10 =econds ~ |
Protocals per host | 1 hour w | | 10 seconds w |
Pratocols per conversation | 1 hour o | | 10 seconds % |
Metwork: cards | 1 hour w | | 10 seconds w |
Netwark card conversations | 1 hour W | | 10 seconds (W |
Metwork overview | 1 hour w | | 5 zeconds w |

Reset interval

® Users . ~Filters %£¥ Probe configuration @& E-mail configuration

This displays the times the network traffic statistics are reset. By default the probe is reset every day
starting from midnight and every sixth hour. None of the statistics entries are removed when the probe is
reset, but their counters values are set to 0. Entries with no traffic since the last reset will be removed.
When reset, the statistics data is saved. Select the 'Data Log' button in the main window to inspect these

data.
Last reset: 29, januar 2007 06:00
Mext reset: 29. januar 2007 12:00
Rezet day: | Every day | |

Reset hour: Midnight |

Rezet interval: | Every & hours Vl

Y ou can configure the day and time when the probe is reset and the time between each reset.

Reset settings Reset settings Reset settings

Last reset: 29, januar 2007 10:54 Last reset: 29, januar 2007 10:54 Last reset: 29, januar 2007 10:54
MNext reset: 29.j 007 12:00 MNext reset: 29. januar 2007 12:00 Mext reset: 29. januar 2007 12:00
Reset day: H ] Reset day: Every day |# Reset day: Every day |#
Reset hour: Reset hour: ] Reset hour: 03:00 v
Sunday
Reset interval: Pl'donddav ZI Reset interval: Reset interval:
uesday
Wednesday n-:wf 02:00 sat now
Thursday Ewvery hour
Friday 04:00 Every 2 hours
05:00 Ewvery 3 hours
Saturday : E “h
Mever | 06:00 SR I
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Network interface

The network interface is the network card which the probe is currently collecting al the network traffic
from. To change the network interface, click the stop button, change to the card you want to be probed,
then click the start button. Uncheck the "Promiscuous' box if you want to start the probe in non-
promiscuous mode. In hon-promiscuous mode only traffic going from/to the probing computer will be
picked up, as well as broadcast/multicast traffic.

Probed network card

Metwark card: | |

Operation mode: Fromiscuous Single computer
Silent mode: (Oves & No

Host name resolving

Network Probe uses the DNS packets on the network probed, to resolve host names. In silent mode the
probe does not generate any DNS lookup itself, but tries to decode DNS packets to get the correct host
name. If silent mode is deactivated the probe will do DNS lookups for unresolved host names.

Probed network card

Metwark card: | |

Operation mode: Fromiscucus Single computer
Silent mode: (Oyes (% no

The probe will now actively resolve host names

Users and passwords

The default user configured for the probe is the Administrator. Y ou can add additional users to the probe
having restricted access to the network statistics data and probe setup. Only administrators and super
users can access the user setup.

User setup

Login User name Logged in

admin Administrator administrator yes

eivind Eivind Pedersen super user no ®x

You can add a new user by clicking the '‘Add user' button. The below image shows adding the new user
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'bjorn' with restricted access to the network statistics data. When this user logs in, he will not have access
to display protocols used per host, protocols used per conversation, or any logged statistical data.

Add user A X

Lagin: ||Jj|:|rr| |

Mame: |E!-j|;:|rn Jarle Kwvande |

FPassword: |***** |

User type: | Mormal user %

Statistics
- Protocols
- Internet hosts
Internet conversations
| ] | Protocols per host
\\l;l/.’- Frotocols per conversation
- Networlk cards
- Metwork card conversations
- Network traffic overview
- Summary
Logged statistics
Frobe =zetup

Uszer zetup

Filter =etup

User name Logged in
admin Administrator administrator ves
lg_jcr:r} Bjern Jarle Kvande normal user no %
aivind Eivind Pedersen Super user no %
User successfully added: Bjorn Jarle Kvande

Y ou can modify users by clicking the users login name. The below image modifies the user 'bjorn and
gives him access to display protocols per host. Leave the password field empty to keep the existing pass-
word.
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Modify user ~ X

Login: | |

Mame: |Bj|:|rr| Jarle kKxvande |

Password: | |

User type: | Mormal user |»

Statistics
- Protocols

- Internet hosts

- Internet conversations

Frotocols per host

- Protocols per conversation
- Metworlk cards

Metwork card conversations
- Network traffic overview

- Summary

O & & EEO

Logged statistics
Frobe =zetup

Uzer setup

Filter setup

User name Logged in
admin Administrator administrator =
bjarn Bjern Jarle Kvande normal user no %
eivind Eivind Pedersen super user no %
User successfully modified: bjorn

Delete a user by clicking the delete button to the right for the user. In the below image the user bjorn has
been deleted.

User setup

Login User name Logged in

admin Administrator administrator yes Click to delete

eivind Eivind Pedersen super user no user w

bjorn successfully deleted
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Filters

Filtering out some network traffic reduces the memory consumption, and makes it easier to monitor spe-
cific hosts or ports. By default there are no filter rules defined, and all traffic will be picked up.

Ethernet address filters

"Excluded" traffic is never picked up by the probe, while "included" traffic is always picked up, overrid-
ing any exclusion rule.

You can filter traffic on specific network cards or ranges of network cards, by adding the ethernet
(MAC) address. For a single network card, add the ethernet address in one of the fields. For arange, add
the start and stop address. The below image shows how to exclude al traffic.

Excluded ethernet addresses Included ethernet addresses

Start address: |00:00:00:00:00:00 | End address: |ff:fFfffRfFff |@m

We want to include address going through our router, which has the address 0:d:54:9e:6c:6¢

Excluded ethernet addresses Included ethernet addresses

& 00:00:00:00:00:00 - FFrFroFrrfe

Start address: |III:|:|:54-:9E:E|::E|: | End address: | | m@

Successfully added MAC filter

Excluded ethernet addresses Included ethernet addresses

ﬁ 00:00:00:00:00:00 - ff:ff:£F:fF FfFf w 00:0d:54:9e:6c:6C

Start address: ||:|IE|154IQEIEEIEE | End address: | |

Successfully added MAC filter
To delete arule, smply click the red delete icon.

IP address filters

You can add a new IP filter rule by defining the start IP and end IP (arange). If it's only asingle IP ad-
dress, let start and end have the same value. Valid |P addresses are from 0.0.0.0 - 255.255.255.255. The
below image shows adding the new IP exclusion rule, 10.0.1.1 - 10.0.1.255.

Excluded IP addresses Included IP addresses

Start address: |1|:|-|:|-1-1 | End address: |1|:|-|:|-1-255 | @

But we want to pick up al traffic generated by the |P address 10.0.1.25:
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Excluded IP addresses Included IP addresses

® 10.0.1.1-10.0.1.255

Start address: |1|:|-|:|-1-25 | End address: |1|:|-|:|-1-25 | @

Successfully added IF filter

These are the filter rules defined so far:

Excluded IP addresses Included IP addresses

* 10.0.1.1 - 10.0.1.255 * 10.0.1.25

Start address: |1|:|-|:|-1-25 | End address: |1|:|-|:|-1-25 |

Successfully added IF filter
To delete arule, simply click the red delete icon.

Protocol filters

Filter rules for protocols/port numbers can be set the same way: Choose the protocol type (TCP, UDP, IP
or Ethernet), the port number range and click the 'Include’ or 'Exclude’ button. The example below shows
that all TCP traffic going on port 1 - 200 is never picked up by the probe, except TCP traffic on port 80

(HTTP) and port 22 (SSH).

Excluded ports Included ports
m 1 - 200 & top port a0
\u___________ ® tcp port 22

—

Successfully added protocol filter

E-mail configuration

& Statistics " Users . - Filters

Before any e-mails can be sendt out the e-mail configuration needs to be set. You need to enter the
SMTP server to use and the address e-mails are to be sendt from. If no port for the SMTP server is
entered the standard port, which is 25, is used. In addition to the from address a from name can be set. If
your SMTP server requires authentication to send e-mails check the "Use authentication" checkbox and
enter the login and password to use.
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E-mail configuration AX

SMTP Server

SMTP server: | | Port: I:l

Authentication

Use authentication [] Legin: | | Password: | |

E-mail configuration

From address: | |

From name: | |

Set configuration
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Chapter 8. Advanced
Manually starting the probe

Open a command line window or console, and cd to the directory where Network Probe isinstalled.

MS Windows with Sun Java VM: NOTE: You should always add at least "-Xmx256m" as the first
parameter to the java command, otherwise the probe would run out of memory quite soon.

C:\ Program Fi |l es\ Net wor k Probe 2>java - Xmk256m -jar Probe.jar
Probe startup initialized...

| oadi ng protocol definitions...

Adapter MELCO WLI - PCM L11 Wrel ess LAN Adapter successfully opened
Probe is running

Pl ease open http://w ndows: 7030/ in your web browser

Linux with Sun Java VM: NOTE: You should always add at least "-Xmx256m" as the first parameter
to the java command, otherwise the probe would run out of memory quite soon.

$j ava - Xnx256m -j ar Probe.jar
Probe startup initialized...
| oadi ng protocol definitions...
These are the network adapters installed on your conputer:
| D, Adapter name
1, enO
2, enl

Pl ease enter the ID for the adapeter you wish to use or enter O to quit:
You chose enl

Probe is running

Pl ease open http://linux:7030/ in your web browser

Starting the stand-alone client

Open a command line window or console, and cd to the directory where Network Probe is installed. Re-
member to start the probe first.

C:\Program Files\Network Probe 2>java -jar wwwroot/Client.jar

Command line options

-port 7031 - thiswill set the probe login port to 7031, the default port is 7030.

e -card 1 - if you have multiple network interfaces this will select network card number 1.

» -r frames.dat 1000 - thiswill record 1000 network packets to the file frames.dat and the stop
» -p frames.dat - will read network packets from the frames.dat file and stop

» -home" C:\Program Files\Network Probe 2" - sets the probe home directory if you start it from an-
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other directory

e -nostart - starts the probe, but not the packet decoding. This is usefull if you have a large network
with lots of traffic and need to configure the probe to avoid excess memory usage and CPU load.

* -noprom - starts the probe in non-promiscuous mode, meaning that only traffic to/from the probing
computer will be picked up. All broadcast traffic is picked up as well.

 -silent - the probe will run in silent mode and not send out DNS requests to resolve IP addresses to
host names.

* -nointerval - starts the probe without interval statistics being collected.
* -noip - starts the probe with a NIC not assigned with an IP
e -dump - thiswill dump the packet content to the console. Click here for details.

 -stats host,matrix,nlhost,nlmatrix,alhost,almatrix,protocol,network - starts the probe with a lim-
ited set of packet decoding

-host - collect statistics about network cards (low memory usage)

-matrix - collect statistics about network card conversations (low memory usage)
-nlhost - collect statistics about hosts (medium memory usage)

-nlmatrix - collect statistics about conversations (medium memory usage)

-alhost - collect statistics about protocols per host (high memory usage)

-almatrix - collect statistics about protocols per conversation (high memory usage)
-protocol - collect statistics about protocols (low memory usage)

-network - collect statistics about the network (low memory usage)

» -loadtest - prints out network load statistics. The test takes one minute, and the output can tell if the
network is heavily loaded or not - and how diversified the trafficis.

e -systray - start the windows systray icon.

 -showlog - open the probe log window.

» -client - start the client after probe startup.

» -resetpassword - resets the password for the admin user.

» -verbose - adebug mode. More detailed error messages are shown if the probe has problems.

e -import " C:\Program Files\Network Probel.3\statistics' - imports data from 1.x versions of the
probe. Thiswill import data from the probe installation in "C:\Program Files\Network Probe 1.3".

Resetting the admin password

In case you forget the administrator password, start Network Probe "manually" from command line with
the "-resetpassword" parameter:
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java -jar Probe.jar -resetpassword

Dump packet content to the console

Using the command line option -dump you can print the content of selected packets to the console.

The following will dump all the packets seen by the probe

java -jar Probe.jar -dunp

Et hernet - 00:02: 2d: Oc: 1f: 80 -> 00: 04: e2: 60: 66: a2
Et hernet - payl oad: 800
IP - 10.0.1.20 -> 158. 39. 26. 220
IP - length: 87
| P - payload: 17
UbP - 2002 -> 53
DNS - operation: DNS query

000: 03 31 30 30 01 31 01 30 02 31 30 07 69 6e 2d 61 .100.1.0.10.in-a
016: 64 64 72 04 61 72 70 61 00 00 Oc 00 01 00 00 OO ddr.arpa........

032: 00
Et hernet - 00:04: e2: 60: 66: a2 -> 00: 02: 2d: Oc: 1f: 80
Et hernet - payl oad: 800

| P - 158.39.26.220 -> 10.0.1.20

IP - length: 164

| P - payload: 17

UDP - 53 -> 2002
DNS - operation: DNS response

000: 03 31 30 30 01 31 01 30 02 31 30 07 69 6e 2d 61 .100.1.0.10.in-a
016: 64 64 72 04 61 72 70 61 00 00 Oc 00 01 cO 14 00 ddr.arpa..... ?.
032: 06 00 01 00 00 1c 05 00 41 08 70 72 69 73 6f 6e ........ A prison
048: 65 72 04 69 61 6e 61 03 6f 72 67 00 Oa 68 6f 73 er.iana.org..hos
064: 74 6d 61 73 74 65 72 Oc 72 6f 6f 74 2d 73 65 72 tmaster.root-ser
080: 76 65 72 73 c0 43 77 54 00 00 00 00 00 00 00 00 vers?Cwr........
096: 00 00 00 00 00 00 00 00 OO0 00 OO OO0 OO OO  ..............

The first lines display the protocols of the packet, Ethernet, IP, and UDP. The first packet above is a
DNS query to the name server (port 53 on top of UDP and IP). The second packet seen is the reply from
the name server with the answer to the query.

Thiswill dump all the packets transmitted or received by the host with IP 10.0.1.20:

java -jar Probe.jar -dunp 10.0.1.20

Thiswill dump all the HTTP packets seen by the probe:
java -jar Probe.jar -dunp :1.2048.6.80

lisfor ethernet, 2048 is 1P (0x800), 6 isfor TCP, and 80 isthe HTTP port number.
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Thiswill dump al the HTTP traffic for the host with 1P 10.0.1.20:

java -jar Probe.jar -dunp 10.0.1.20: 1.2048.6.80

Running the probe as a Windows service

Running it as a Windows service allows it to stay in background even if no users are logged in, and it
will automatically be launched on Windows startup.

»2 Network Probe log |Z| |E| E |

tZ{J{JT.f{J‘IIZQ 15:31:09 Please open hitp:feivindpc: 7030/ in your web browser.
2007/01/2915:31:09 Probe is running

2007/01/2915:31:08 loading protocol definitions...

2007/01/2915:31:08 Probe startup initialized...

| =] @l . Startu:lient| Sewice...‘

i Network Probe Service Configuration |Z| |E|g|

Running Network Probe as a service allows it to be available even if you log off.

v iRun MNetwork Probe as a Windows service?:

Please select a network card the Metwork Probe Senvice should use

Wireless-G PCI Adapter

Cancel

Automatically starting the probe on *NIX

The "netprobe" script makes the probe stay in background. To automate this on startup, add the follow-
ing to your startup procedure script:
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cd / pat h-to- net probe
. I netprobe start

On Red Hat Linux, you can put it in the file /etc/rc.local The logged messages are stored in /
var/log/networ kprabe.log

Configure web browsers to use Java (Linux)

For Mozilla (remenber to enable java in the browser):
1) cd to /usr/lib/mozillalplugins (or where Mozilla is installed)
2) create the follow ng synbolic |ink:

In -s /usr/javalj2sdkl. 4.2 01/ plugin/i386/ns610/1ibjavapl ugin_oji.so |ibjavapl ugin
(replace with path to your Java installation)

For Netscape (renenber to enable
1) cd to /usr/local/netscape/plug
2) create the followi ng synbolic

ava in the browser):
ns (or where Netscape is installed)
i nk:

i
i
I
In -s /usr/javal/j2sdkl. 4.2 01/ plugin/i 386/ ns610-gcc32/1i bjavaplugin_oji.so |ibjava,
(replace with path to your Java installation)

For Opera:

1) Select Edit->Preferences->Miltinmedi a->Java path
2) Set it to /usr/javalj2sdkl.4.2 01/jre/lib/i386
(replace with path to your Java installation)

Starting the probe with no IP assigned to the
Interface

The probe must be started manually with the " -noip" parameter if the NIC doesn't have an |IP as-
signed toit:

java -jar Probe.jar -noip

Probe startup initialized..

| oadi ng protocol definitions..

Enter nane of network device to open (i.e. eth0): ethl
Probe i s running

Pl ease open http://1inux: 7030/ in your web browser.

On *NI X, you can use the device name as parameter to " -noip", to avoid interaction:

java -jar Probe.jar -noip ethO

Probe startup initialized...

| oadi ng protocol definitions...

Probe is running

Pl ease open http://1inux: 7030/ in your web browser.
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Performance tuning

Network Probe installed on a network having alot of diversified traffic (many hosts with many conversa-
tions), will consume a lot of memory if not reset frequent enough. By default it is reset every 6th hour,
but this can be adjusted down to every hour. The following might solve memory problems as well:

1. Turn off interval data, reduce interval duration and/or increase interval time

2. Usefilterstoinclude only certain type of traffic

3. Start Network Probe from command line with larger maximum Java heap size (defaults to 256 MB):

C. \Program Fi |l es\ Network Probe 2\java - Xnx512m -j ar Probe.jar

Heavy CPU usage is normally caused by the chart generation process, when there are many intervals.
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Chapter 9. Practical Use
Slow network

If your network is crawling to a standstill, and you suspect there might be a problem with the network
traffic, Network Probe will quickly help you identify what is causing the problem and show you who is
generating any troublesome traffic. The first thing you see when you log on to Network Probe is the
Main screen. The Main screen gives you an instant overview over the top protocols, hosts and conversa-
tions. Using the Main screen you can quickly identify the protocol and host using up your bandwidth.

In the top protocols window you can see that rtsp is using a substantial part of the bandwidth. In the top
host window you can see that markuspc is using the most bandwidth, and in the top conversations win-
dow you see that markuspc has two conversations with streams from cnn. Markuspc is most likely
streaming some videos from cnn.

Hame Fort Description T Byles Packels Hosts Conversations
athar. 1P TCP.tap 1.2048.6.5354 Rasl Time Stream Contral Protoc 73.2 MB goz244 10 '.'5"
athar. ]P.TCP.hitp 1.2048.6.60 Waorld Wide Web HTTR £ MBE 13433 el 120
athar.IP.TCE hitps 1.2048.6.443 http protocol over TLSS55L TE KB ae 4 4
athar. IP.TCR.popls 1.2048,6.995 popd protoccl] over TLE/SEL [was &7 KB 428 3 4
ather. IP.TCP.pop3 1.2048.6.110 Post Office Protocs] - Vaerzion 3 60.9 KB 274 4 L

Top n protocols chart

ether IP_ TCP fap
ether JIP.TCP hitp

elher IP TCP hitps
ether P TCP popls
ether 1P TCP popd

43T 724

Source host Destination host T Bytcs Packets Protocols
wmacnn. stream.acl. com.edgestre markuspe 31.6 MB 22150 1
wmscnn.stream.aol.com.edgestre markuspe 23.2 MB 16248 1
160.68.101.37 bjarpe 11.8 MB BE12 1
160.68.101.37 rikardpe 3.7 MB 2640
flash.vg.no markuspc 1.2 MB 1137 1
wimgcnn, stream sol com sdpestresms. net - markuspe N30
WSCNN. S edmn .m0l com adgesinesms net - morkuspe
16068100 3T - bjompa 12 381 669
16068101 37 - rkandpe 3BB5 562
flash.wg no - markuspe 1 382670
0 10 000 000 20,000 000 30 000 000 40000000

Bytes

To get more details you can use the applet in the Traffic Statistics screen. In the "Protocols” tab right
click on ether.IP.TCP.rtsp and click on "Show conversations using this protocol”. Thiswill open the "Pro-
tocols per conversation” tab. As in the top conversations window you see that markuspc has two conver-
sations with streams from cnn. The first stream started 10:07 and the second at 10:11. Both streams were
last seen at 10:16.
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= ether IP.TCP rsp i
I Ve Vieh HTTP 15452 B0 WE &5 120

= ether P.TCP hitp
= athar IP. TCR hitpe! protocol cver TLS/SSL 3  TEOHEB 4 4
= ather IP. TCP popd 3 profoenl over TLSISSL (wa: 438 E7OHE 3 4
= ether IP.TCF popd Office Prefocel - Version 3 7 BOIKE 4 B
= etherIP.TCP ms-3 osoft-SGL-Server 170 A7HB 2 2
=X ether IPTCP many P 20 25HB 12 12
TEIMP.LDPM 120451753 Cromiadr Mame Server Ta 14,7 KB T 9
Prolocots | Hosts || Convarsations | Protocols pes host  Protocols pér conversation |Metwork cards || Metwork card corversations | Metwork | 8

.| ¥ ether P TCP rizp 2 11001 6:33 sl
¥ wmscnn stream aol comoe . % markusp o ether B TCP rizp 16248 232 WE ; i 1051655
. 16810 37 . B, bjornpe . % ether P.TCPAsp “ BE12  11AME  fi10DES3  fi11700
B, 16068101 37 . B riksrdpe . =¥ elher P TCP Azp . 1640 3ITME  GIDOESE  Ni101ESS
B wms-ctcineT stream.aolc . B markuspe . T ether P TCP rzp . 969 13MB 101541 H101E12
!.. wmes-ccin-5 stresmmol o . !.. markuspc .. ¥ ether P.TCP Asp . THEH  9H5HBE i 1001 4:58 ti1k1516
B, wms-dtcind streamaole , B, markuspe .. ¥ ether P TCP Asp . 7H OOIS5OKB HI014:07 101424
B markuzpe .. B, wimsenn stream sol come . Y sther P TCP zp . 11476 THBEKE  1011:21 ti101639
&, markuzpe .. B wmecnn stream sl come . X sther JP.TCR rzp . 8384 SI2IKE  H100TS4  td1ESs
E- biornpe . E. 16058104 37 .. ¥ ether P TCP Hsp . 4502  2800KE 1i 1000655 1i 1001700
&, riksrdpe . B 1608810 37 . < elher P.TCP Asp . 2452 1M 3KB  HID0ESE  Ni101ESS
B, markuspe . B wms-chein.7 stream aale: .~ efher P.TCP zp . 505 ATKE 60154 G101E12
. markuspe .. B wmz-ctcin-S stream aclcs . X ether B TCP rizp . 30 BOKE 6101458 HI0IS1E
16240 | | B0 244 75,2 ME
I e s | | | :
Protocols pet comersation =
wingcnn. siream aol com sdgestrenms net - markuspe - sther 1P TCP rtsp AF11307p
wmgcHn stream aol com.edgestrenms net - markuspe - ether IP.TCP tsp 24 328 2632 o
160 68,100 .37 - biompc - ether IP. TCP rtsp 12381 650
16068101 37 - rikardpc - ether IP. TCP rsp 3 BBS 562
wins-dtcin-7 stresm ool com - markuspe - ether IP.TCPrisp [l 335 844 w
wins-dtein-5.stream aol com - markuspe - ether 1P TCP rtsp [ll1 015 262
Wing-gtein-4 strenm acl.com - markuspe - sther 1P TCP rtsp [0 999 286
markuspe - wmscnn stream. ol com sdgestreams net - sther 1P TCP rtsp [ 746 074
markLzspe - wmsenn stream ol com edgestreams net - sther 12 TCPrtep [| 524 382
blornpe - 160068101 37 - ether 1P TCPrtep | 266 252
rikarcpe: - 160,68.401 37 - sther 1P TCPrtsp | 144 718
markusps - wins-dicln-7 stream ol com - ether I8 TCPisp | 40 637
mearkusps - wing-cic n-5 stream ol com - ether 1P TCPiep | 33 830
lflI 10000000 20000000 30000000 40000 000
Byles

Now that you have identified the source of your network slowdown, you can use Network Probe to check
if the host markuspc actually stops watching videos on cnn. To do this you can detach the interval chart
for rtsp in the top protocols window, and the interval chart for markuspc in the top hosts window. Y ou
can also do this by detaching the interval chart for the two streams in the top conversations window.
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r.IPTCPtsp, B

tirgciag 30 jan 1007 - tirsdag 30 jan 10621

markuspe, Bytes

4.0 Ml fs

3.0 Mistfs

2.0 Mitfs
1.0 Mtitis

0 Wit/
tiredag 30 jan 1007 - firsdag 30 jan 10:21

Monitoring

Network Probe lets you easily monitor different hosts, conversations or protocols on your network. Say
you want to monitor how much hosts on your network surf on the internet, especially you want to monit-
or http traffic to host markuspc. To monitor the http traffic on you network open the "My protocols" win-
dow and enter 1.2048.6.80. Http traffic to host markuspc can be monitored using the "My procotols per
host" window. Open the "My procotols per host" window and enter markuspc and 1.2048.6.80, also you
could detach the byte interval chart for this entry.

_‘ﬂi

= Name Port Comment ¥ Bytes Packets Hosts Conversations
ether.[P. TCP.hitp 1.2048.6.80 | | 1.2 MB 1564 15 28 R
| Tce v | [L2048.6. | [Enter a comment] ] L]

T . ———————— e | l

] 200 000 400 000 GO0 000 800 000 1000000 1200000 1400000 1600000 18500000 2000000
& Host 1P address Protocol Port Comment  Bytes in Bytes out
markuspc 10.0.2,33 athar.IP. TCP.http 1.2048.6.80 | | 1.1 MB 115.2 KB %
10.0.2.33 TP v | [Czoes. | [Enter a comment] ] p

My protocols per hast chart 58

T 11—y 11 |

i 200000 400000  6OODOD  BOOOO0 1000000 1200000 1400000 1600000 1800000 2000000
Biytes

ether. IP.TCP http - markuspc, Bytes m

B00 Kbitls
500 Kbitfs
400 Kbt/
300 Kbitfs:
200 bit/s:
100 Fbit/s:

0 Kbit/s:

mandag 6 aug 1257 - mandag 6 aug 13:12
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Now create a new profile, name it for example http_markuspc. The profile saves the layout of the Main
screen. Later on you can easily activate the profile and monitor the http protocol and host markuspc. If
you set the newly created profile as the default profileit is activated everytime you log on the the probe.

Profile Manager AR

Name Description
Default [Cefault profile |
[http_mmarkuspe | Menitor http traffic and markuspc | '-}|I
Active profile | Default w |
Default profile | Default b Add profile
Profile Manager A X
Name Description
Default [Cefault profile |
[http_markuspc | [Menitor http traffic and markuspe | ®
| | | | |4
Active profile | Default w
Default profile || Default i

select a default profile Set as default

0 D praofile
Default

If you do not want to manually watch the traffic you can set some alarms to let Network Probe watch the
entries for you. Add an alarm for the http protocol and one for markuspc using the http protocol. To
monitor the total amount of bandwidth used by the entries use an absolute alarm, to monitor how much
the entry increases in given time intervals use a delta alarm. The below image shows adding two alarms,
one for the http protocol and one for markuspc using the http protocol. Both alarms are set to be delta
alarms with upper trigger 100 Kb/s and lower trigger value 10 Kb/s.

Protocols per host L Evies in bl Protocels w Bytes v

TCP w 1.2048.6.80 TCP “ 1.2048.5.80

10,0.2.33

[Enter a description] [Enter a description]

(¥} Delta alarm sampling time: |1 Seconds % {¥) Delta alarm sampling time: |1 Seconds ¥

{1 Absclute alarm () Absolute alarm

(%) Trigger on high value {x) Trigger on high value

) Trigger on low value () Trigger on low value

Upper trigger value 100 Kbfs & Upper trigger value | 100 Kbfs

Lower trigger value | 10 Khis |» Lower trigger value |10 Kbfs »

warning alarm b ‘Sugcruscrswlllsc ‘Warning alarm L Super users will see this alarm v
(Set alarm]

Defined and triggered alarms can later on be viewed in the "Defined alarms' and "Triggered alarms"
window.
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Entry type Entry
protocol 1.2048.6.80 Bytes
alhost 10.0.2.33 - 1.2048.6.80 Bytes in

Description Severity Type Trigger type
Dalta uppar xv

Delta upper ® v

Time™ Count Entry type Entry
6. sugust 2007 15:15:58 5 alhost 10.0.2.33 = 1.2048.6.80

5. Bugust 2007 15:15:38 5 pratocel 1.2048,6.50

Description Value Severity
Bytes in 205.3 Kbit's Warning K
Eytes 243.6 Kbit's Warning R

To automatically let Network Probe notify you when one of the alarms goes of a e-mail alarm action can
be used. By adding a e-mail aarm action a email is sendt everytime the alarm is triggered. The below

image shows adding a e-mail alarm action. For more information on how to add e-mail alarm actions
click here.

Add alarm actions 9 A X

Email & Subject Sendt count

eivind@objectplanet.com markuspcs hittp usage 0 4

Alarm action details

| Choose a action from the library A |

|Eivind@objec:tplanet.com | max |5 | per | hour A

|marku5pc5 http usage |

%%ip%% has used protocol:
ggerTimess

Inzert trigger time w

Successfully set alarm action
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